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Abstract
Artificial intelligence has become an essential component of mod-
ern healthcare systems, supporting applications such as disease
diagnosis, medical-image interpretation, clinical risk prediction,
personalized treatment recommendation, and hospital resource op-
timization. Training accurate predictive models generally requires
access to large-scale and heterogeneous patient data collected from
multiple healthcare institutions. However, directly sharing elec-
tronic health records introduces significant privacy concerns, legal
restrictions, ethical considerations, and institutional barriers. Con-
sequently, privacy-preserving collaborative learning has become
one of the most active research directions in trustworthy medical
AI.

Federated Learning (FL) enables multiple healthcare institutions
to jointly train a global machine-learning model while retaining pa-
tient records locally. Although FL significantly reduces the need for
raw data sharing, recent studies have demonstrated that model up-
dates can still leak sensitive information through gradient inversion,
membership inference, and reconstruction attacks. Therefore, addi-
tional cryptographic mechanisms are required to provide stronger
privacy guarantees.

This paper proposes a comprehensive privacy-preserving feder-
ated learning framework that combines adaptive client optimiza-
tion, encrypted model aggregation using additive homomorphic en-
cryption, communication-efficient model compression, uncertainty-
aware prediction, and robust aggregation against unreliable par-
ticipants. Unlike conventional federated averaging, the proposed
framework dynamically adjusts client contributions according to
data quality, class imbalance, validation reliability, and institutional
diversity. Furthermore, encrypted aggregation ensures that the
central server can compute global model updates without directly
accessing individual client parameters.

To demonstrate the proposed methodology, a fictional multi-
hospital clinical prediction dataset consisting of approximately
500,000 synthetic patient records distributed across ten healthcare
institutions is considered. Performance is evaluated using accuracy,
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precision, recall, F1-score, calibration error, communication over-
head, encryption latency, convergence behaviour, and robustness
against malicious participants.

Experimental results indicate that adaptive encrypted federated
learning achieves predictive performance comparable to central-
ized training while substantially improving privacy protection.
Communication-efficient update compression further reduces band-
width requirements with only negligible degradation in predictive
accuracy. Sensitivity analyses, ablation studies, and theoretical se-
curity proofs demonstrate the effectiveness and robustness of the
proposed framework.

This manuscript is entirely fictional and was created exclusively
for portfolio demonstration purposes. All authors, affiliations, ex-
perimental data, numerical results, references, and illustrations are
synthetic and should not be interpreted as real scientific findings.
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1 Introduction
Artificial intelligence is increasingly used to support clinical decision-
making, medical-image analysis, disease-risk estimation, hospital
resource management, remote patient monitoring, and personalized
treatment planning. Machine-learning models can identify com-
plex relationships among physiological measurements, laboratory
results, medication histories, demographic variables, and previous
clinical outcomes. However, the effectiveness of these models often
depends on the availability of large, diverse, and representative
datasets.
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A single healthcare institution may not contain enough observa-
tions to represent different patient populations, disease subtypes,
diagnostic practices, and treatment pathways. Combining infor-
mation from multiple hospitals can improve statistical power and
reduce the risk that a model becomes specialized to one institu-
tion. Nevertheless, centralized data collection creates substantial
technical, organizational, and ethical challenges.

Clinical records may contain personally identifying information,
diagnostic histories, genetic characteristics, medication usage, insur-
ance details, and behavioral indicators. Transferring these records to
a central repository increases the consequences of unauthorized ac-
cess and may conflict with institutional policies or data-sovereignty
requirements. Even when direct identifiers are removed, combina-
tions of clinical attributes can sometimes permit re-identification.

Federated learning offers a distributed alternative. Instead of
collecting raw patient records at one location, a central server
distributes a shared model to participating institutions. Each insti-
tution trains the model using its local records and returns only a
model update. The server aggregates these updates and produces a
new global model.

Let the set of participating healthcare institutions be

K = {1, 2, . . . , 𝐾} , (1)
where 𝐾 denotes the number of federated clients. Institution 𝑘

owns local dataset

D𝑘 =
{(
x𝑘,𝑖 , 𝑦𝑘,𝑖

)}𝑛𝑘
𝑖=1 , (2)

where x𝑘,𝑖 ∈ R𝑑 is a clinical feature vector, 𝑦𝑘,𝑖 is the correspond-
ing target label, and 𝑛𝑘 is the number of local observations.

The global learning objective can be expressed as

min
𝜽
𝐹 (𝜽 ) =

𝐾∑︁
𝑘=1

𝜋𝑘𝐹𝑘 (𝜽 ), (3)

where 𝜽 contains the global model parameters, 𝐹𝑘 is the local
empirical-risk function, and 𝜋𝑘 is the relative contribution of insti-
tution 𝑘 .

A conventional weighting scheme uses

𝜋𝑘 =
𝑛𝑘∑𝐾
𝑗=1 𝑛 𝑗

. (4)

Although this approach is simple, it assumes that sample quantity
is the most important measure of client reliability. In healthcare
applications, this assumptionmay not be appropriate. An institution
may contain many records but severe class imbalance, inconsistent
measurements, limited population diversity, or noisy labels.

1.1 Privacy Limitations of Conventional
Federated Learning

Federated learning reduces direct data sharing, but it does not au-
tomatically provide complete privacy. Model updates may contain
information correlated with local training samples. An adversary
observing gradients or parameter differences may attempt to re-
construct representative records, infer whether a particular patient
contributed to training, or estimate sensitive attributes.

The local gradient at institution 𝑘 is

g(𝑟 )
𝑘

= ∇𝜽 𝐹𝑘
(
𝜽 (𝑟 )

)
, (5)

where 𝑟 denotes the communication round. A malicious or curi-
ous server may observe g(𝑟 )

𝑘
directly in a conventional protocol.

The information available to the server can be represented as

I (𝑟 )𝑠 =

{
𝜽 (𝑟 ) , g(𝑟 )1 , . . . , g(𝑟 )

𝐾

}
. (6)

If individual updates remain visible, the server may compare
them across rounds or combine them with external information.
Therefore, the communication of model updates must also be pro-
tected.

1.2 Homomorphic Encryption
Homomorphic encryption permits selected computations to be
performed on encrypted values. For an additively homomorphic
encryption scheme, the following relationship holds:

Dec [Enc(𝑎) ⊕ Enc(𝑏)] = 𝑎 + 𝑏, (7)

where Enc is the encryption operation, Dec is the corresponding
decryption operation, and ⊕ denotes addition in the ciphertext
domain.

This property allows the server to calculate an encrypted sum
of client updates without viewing any individual plaintext update.
If client 𝑘 encrypts update Δ𝜽𝑘 , the server computes

csum =

𝐾⊕
𝑘=1

Enc (Δ𝜽𝑘 ) . (8)

Only the aggregated result is decrypted:

Dec (csum) =
𝐾∑︁
𝑘=1

Δ𝜽𝑘 . (9)

The server therefore learns the combined update but not the
individual contribution of each participating institution.

1.3 Healthcare Data Heterogeneity
Healthcare institutions rarely contain identically distributed data.
Differences may arise from:
• patient demographics;
• disease prevalence;
• diagnostic equipment;
• laboratory measurement ranges;
• clinical coding practices;
• treatment policies;
• sampling frequency;
• missing-data patterns;
• class imbalance;
• regional healthcare access.

The local distribution at client 𝑘 may be denoted by 𝑃𝑘 (x, 𝑦),
while the global mixture distribution is

𝑃𝐺 (x, 𝑦) =
𝐾∑︁
𝑘=1

𝜋𝑘𝑃𝑘 (x, 𝑦) . (10)
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Distributional heterogeneity can be measured using a divergence
function:

𝑑𝑘 = 𝐷KL (𝑃𝑘 ∥ 𝑃𝐺 ) , (11)
where 𝐷KL denotes Kullback–Leibler divergence.
Large divergence may cause local optimization directions to

conflict, slow global convergence, and reduce performance for mi-
nority clients. The proposed framework therefore incorporates data
quality, class balance, validation reliability, and distributional diver-
gence into the client-weighting mechanism.

1.4 Communication and Computational Cost
Encrypted aggregation increases privacy protection but also intro-
duces additional overhead. Healthcare institutions must quantize
and encrypt local updates, while the server performs arithmetic
on ciphertexts. Ciphertexts are usually much larger than the corre-
sponding plaintext values.

Let 𝑃 denote the number of model parameters and 𝑏𝑝 the number
of bits required to transmit one plaintext parameter. The plaintext
communication cost per client is approximately

𝐶plain = 𝑃𝑏𝑝 . (12)
If each encrypted parameter requires 𝑏𝑐 bits, the encrypted com-

munication cost becomes

𝐶enc = 𝑃𝑏𝑐 . (13)
Because 𝑏𝑐 ≫ 𝑏𝑝 , encryption can substantially increase band-

width requirements. To address this issue, the proposed framework
uses update sparsification, residual accumulation, and quantization
before encryption.

If only𝑚 of 𝑃 update components are transmitted, the compres-
sion ratio is

𝜌𝑐 = 1 − 𝑚
𝑃
. (14)

A larger value of 𝜌𝑐 indicates greater communication reduction.

1.5 Motivating Example
Consider ten hospitals collaboratively training a binary model for
predicting adverse clinical events. One hospital may contain a large
elderly population, another may specialize in cardiovascular treat-
ment, and a third may contain primarily outpatient records. Their
datasets differ in size, outcome prevalence, and feature availability.

A standard federated averaging method may give excessive influ-
ence to the largest hospital. An unencrypted implementation may
also expose its update to the central server. The proposed frame-
work addresses both issues by applying quality-aware weighting
and encrypted aggregation.

Figure 1 summarizes the motivating problem.

1.6 Research Questions
This study investigates the following research questions:

(1) Can encrypted federated learning approach the predictive
performance of centralized training?

(2) Does adaptive client weighting improve convergence under
non-identically distributed healthcare data?

Challenges in Multi-Hospital Learning

Different patient populations
Different class distributions

Different sample sizes
Different data quality

Sensitive local model updates
High encryption overhead

⇓

Required Capabilities

Adaptive client weighting
Encrypted aggregation

Communication compression
Robustness and calibration

Figure 1: Motivation for the proposed privacy-preserving
federated healthcare framework.

(3) How much communication overhead is introduced by ho-
momorphic encryption?

(4) Can sparsification and quantization reduce encrypted com-
munication cost without significant performance degrada-
tion?

(5) How robust is the framework to unreliable or malicious
clients?

(6) Does uncertainty calibration improve the reliability of clinical-
risk probabilities?

1.7 Principal Contributions
The main contributions of this paper are summarized below.

(1) Adaptive institutionalweighting.A client-weightingmech-
anism is introduced that considers local sample size, label
balance, validation quality, and distributional divergence.

(2) Encrypted aggregation. An additive homomorphic encryp-
tion procedure is incorporated so that individual client up-
dates remain hidden from the coordinating server.

(3) Communication-efficient updates. Top-𝑚 sparsification,
error-feedback residuals, and integer quantization are com-
bined before encryption.

(4) Robust federated optimization. Update clipping and relia-
bility filtering reduce the influence of abnormal or potentially
malicious client updates.

(5) Uncertainty-aware prediction. Temperature scaling and
predictive entropy are used to improve probability calibra-
tion and identify uncertain clinical predictions.

(6) Comprehensive evaluation. The framework is evaluated
using predictive accuracy, communication cost, runtime, cal-
ibration, robustness, convergence, and ablation analysis.

(7) Security analysis. Formal statements are provided regard-
ing ciphertext indistinguishability, aggregate privacy, and
the effect of colluding participants.

Table 1 compares the proposed framework with representative
collaborative-learning configurations.
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Table 1: Comparison of collaborative healthcare learning configurations

Method Raw Data Local Update Encryption Adaptive Weighting Compression Calibration

Centralized learning No No Not applicable No Optional
Standard federated averaging Yes No No No No
Encrypted federated averaging Yes Yes No No No
Compressed federated learning Yes No No Yes No
Proposed framework Yes Yes Yes Yes Yes

1.8 Scope of the Study
The paper focuses on structured clinical prediction using fictional
data. The framework is not presented as a clinical device and should
not be used for real medical decisions. It does not replace institu-
tional governance, ethics review, security assessment, or clinical
validation.

The cryptographic model assumes correctly implemented key
management, authenticated communication, and a trusted aggregate-
decryption procedure. Side-channel attacks, compromised endpoint
devices, and weaknesses in the underlying cryptographic library
are outside the scope of the demonstration.

1.9 Paper Organization
The rest of the paper is organized as follows. Section 2 reviews
related research in federated healthcare learning, secure aggrega-
tion, homomorphic encryption, communication compression, and
robust optimization. Section 3 defines the learning environment,
threat assumptions, data representation, and optimization objec-
tives. Section 4 presents the complete method. Section ?? provides
theoretical security and complexity analysis. Section 5 describes the
fictional dataset, baselines, implementation settings, and evaluation
metrics. Section 6 reports performance, communication, calibration,
robustness, and ablation results. Section ?? discusses implications
and limitations, and Section 7 concludes the paper.

2 Related Work
Privacy-preserving collaborative learning combines ideas from dis-
tributed optimization, cryptography, healthcare informatics, communication-
efficient machine learning, robust statistics, and uncertainty esti-
mation. This section summarizes the major research directions
relevant to the proposed framework.

2.1 Federated Learning
Federated learning enables multiple clients to train a shared model
without transferring raw local data to a central repository. In a
conventional synchronous setting, the server initializes model pa-
rameters 𝜽 (0) and distributes them to a subset of clients. Each
selected client performs local optimization and returns an updated
parameter vector.

For client 𝑘 , the local objective is

𝐹𝑘 (𝜽 ) =
1
𝑛𝑘

𝑛𝑘∑︁
𝑖=1

ℓ
(
𝑓𝜽

(
x𝑘,𝑖

)
, 𝑦𝑘,𝑖

)
, (15)

where ℓ (·) is the task-specific loss function.
After local training, the server computes

𝜽 (𝑟+1) =
∑︁
𝑘∈S𝑟

𝑛𝑘∑
𝑗∈S𝑟 𝑛 𝑗

𝜽 (𝑟+1)
𝑘

, (16)

where S𝑟 is the set of clients participating in communication
round 𝑟 .

This procedure is commonly referred to as federated averaging.
Its simplicity makes it an important baseline, but it may perform
poorly when local datasets differ substantially.

2.1.1 Statistical Heterogeneity. The independent and identically
distributed assumption rarely holds in practical healthcare sys-
tems. For example, a specialist cardiac center may contain a much
larger proportion of high-risk cardiovascular patients than a gen-
eral hospital. Similarly, pediatric, geriatric, oncology, trauma, and
outpatient institutions may contain substantially different feature
and outcome distributions.

A measure of gradient disagreement is

Γ (𝑟 ) =
1
𝐾

𝐾∑︁
𝑘=1




∇𝐹𝑘 (
𝜽 (𝑟 )

)
− ∇𝐹

(
𝜽 (𝑟 )

)


2
2
. (17)

A large value of Γ (𝑟 ) indicates that local optimization directions
differ significantly from the global direction.

Heterogeneity can also be described using label-distribution
distance:

Δ𝑦,𝑘 =
1
2

𝐶∑︁
𝑐=1
|𝑝𝑘 (𝑐) − 𝑝𝐺 (𝑐) | , (18)

where 𝑝𝑘 (𝑐) is the local class proportion and 𝑝𝐺 (𝑐) is the global
class proportion.

Existing methods address heterogeneity through proximal regu-
larization, control variates, personalized models, clustered federa-
tion, meta-learning, and adaptive aggregation. The present work
uses adaptive contribution weights because this approach can be
integrated directly with encrypted aggregation.

2.1.2 System Heterogeneity. Participating institutions may also
differ in computational capacity, network quality, local dataset
size, and availability. A client may require substantially more time
than others to complete local training. Such slow participants are
commonly called stragglers.

If 𝑇 (𝑟 )
𝑘

denotes the completion time of client 𝑘 , the synchronous
round duration is

𝑇
(𝑟 )
round = max

𝑘∈S𝑟
𝑇
(𝑟 )
𝑘
+𝑇 (𝑟 )aggregation . (19)
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Asynchronous approaches reduce waiting time but may aggre-
gate stale updates. The staleness of client 𝑘’s update can be repre-
sented as

𝑠
(𝑟 )
𝑘

= 𝑟 − 𝑟 last
𝑘
, (20)

where 𝑟 last
𝑘

is the round in which the client received the model
used to compute its update.

The proposed framework focuses on synchronous federation
because it simplifies encrypted aggregation and theoretical analysis.

2.2 Federated Learning in Healthcare
Healthcare is a natural application area for federated learning be-
cause data are distributed across hospitals, laboratories, imaging
centers, clinics, and wearable-device platforms. Collaborative learn-
ing has been explored for:
• medical-image classification;
• tumor segmentation;
• intensive-care risk prediction;
• mortality estimation;
• disease progression modeling;
• clinical language processing;
• remote patient monitoring;
• drug-response prediction;
• hospital readmission forecasting.

Despite its promise, healthcare federation creates several practi-
cal challenges.

First, feature definitions may differ across institutions. One hos-
pital may store a laboratory value in one unit while another uses
a different unit. Second, missing-data patterns may reflect local
clinical workflows. Third, labels may depend on institution-specific
coding and follow-up practices. Fourth, smaller hospitals may have
insufficient positive cases for stable local training.

Let𝑚𝑘,𝑗 denote the missing proportion of feature 𝑗 at client 𝑘 . A
simple data-completeness score is

𝑞
comp
𝑘

= 1 − 1
𝑑

𝑑∑︁
𝑗=1
𝑚𝑘,𝑗 . (21)

A local label-balance score may be defined as

𝑞bal
𝑘

= 1 −
��𝑛+
𝑘
− 𝑛−

𝑘

��
𝑛+
𝑘
+ 𝑛−

𝑘

, (22)

where 𝑛+
𝑘
and 𝑛−

𝑘
are positive and negative sample counts.

These quantitiesmotivate the proposed adaptiveweightingmech-
anism.

2.3 Gradient Leakage and Privacy Attacks
Federated learning protects raw records from direct transfer, but
model updates may still leak information. Gradient inversion at-
tacks attempt to reconstruct training inputs by matching observed
gradients.

Given an observed gradient g, an attacker may solve

(x∗, 𝑦∗) = argmin
x,𝑦
∥∇𝜽 ℓ (𝑓𝜽 (x), 𝑦) − g∥22 . (23)

If the optimization succeeds, the reconstructed input may reveal
sensitive attributes.

Membership-inference attacks estimate whether a specific record
participated in training. For target record 𝑧, an attacker estimates

𝑃 (𝑧 ∈ Dtrain | 𝑓𝜽 (𝑧)) . (24)
Property-inference attacks attempt to infer aggregate character-

istics of a client’s local data even when those characteristics are
unrelated to the main prediction task.

The risk of these attacks motivates hiding individual updates
from the server and other clients.

2.4 Secure Aggregation
Secure aggregation allows the server to compute a combined model
update without learning individual contributions. A generic secure
aggregation functionality can be written as

A (u1, . . . , u𝐾 ) =
𝐾∑︁
𝑘=1

u𝑘 , (25)

subject to the privacy requirement that the server learns only
the aggregate.

Secure aggregation methods can be grouped into several cate-
gories.

2.4.1 Masking-Based Protocols. Each client adds random masks to
its update. Pairwise masks cancel when updates are summed. For
clients 𝑖 and 𝑗 , let

r𝑖 𝑗 = −r𝑗𝑖 . (26)
Client 𝑖 transmits

ũ𝑖 = u𝑖 +
∑︁
𝑗≠𝑖

r𝑖 𝑗 . (27)

The server obtains

𝐾∑︁
𝑖=1

ũ𝑖 =
𝐾∑︁
𝑖=1

u𝑖 , (28)

because the pairwise masks cancel.
Masking protocols can be efficient but may require additional

mechanisms to handle client dropout.

2.4.2 Secret Sharing. A client divides its update into shares dis-
tributed among several participants or servers. No individual share
reveals the original value. The secret can be reconstructed only
when a sufficient number of shares are combined.

For threshold 𝑡 , privacy is maintained against any coalition con-
taining fewer than 𝑡 shares.

2.4.3 Homomorphic Encryption. Homomorphic encryption allows
computations to be performed directly on ciphertexts. For plaintext
values𝑚1 and𝑚2,

Enc(𝑚1) ⊗ Enc(𝑚2) = Enc(𝑚1 +𝑚2), (29)
where ⊗ denotes the supported ciphertext-domain operation.
Scalar multiplication may be expressed as

𝑎 ⊙ Enc(𝑚) = Enc(𝑎𝑚) . (30)
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Figure 2: Proposed privacy-preserving federated learning framework for secure smart healthcare analytics.

Homomorphic encryption reduces the need for pairwise com-
munication among clients, but it introduces ciphertext expansion
and computational overhead.

Table 2 compares common aggregation approaches.

2.5 Differential Privacy
Differential privacy limits the influence of any single record on the
released output. A randomized mechanismM is (𝜀, 𝛿)-differentially
private if, for adjacent datasets 𝐷 and 𝐷 ′,

𝑃 [M(𝐷) ∈ 𝑆] ≤ 𝑒𝜀𝑃 [M(𝐷 ′) ∈ 𝑆] + 𝛿 (31)

for every measurable set 𝑆 .
In federated learning, clipped gradients may be perturbed with

Gaussian noise:

g̃𝑘 =
g𝑘

max
(
1, ∥g𝑘 ∥2

𝐶

) + N (
0, 𝜎2𝐶2I

)
, (32)

where 𝐶 is the clipping norm and 𝜎 controls noise.
Differential privacy protects against inference from the released

aggregate, whereas encryption protects updates during computa-
tion. The two mechanisms address different threats and can be

combined. The present portfolio framework emphasizes homomor-
phic encryption and does not claim a formal differential-privacy
budget.

2.6 Communication-Efficient Federated
Learning

Communication is often the main bottleneck in federated systems.
A model containing millions of parameters may require substantial
bandwidth in every round. Encryption further increases message
size.

2.6.1 Quantization. Quantization maps high-precision updates to
a finite set of levels. A uniform scalar quantizer can be defined as

𝑄𝑠 (𝑥) =
1
𝑠
⌊𝑠𝑥⌉ , (33)

where 𝑠 is a scaling factor.
The elementwise quantization error satisfies

|𝑥 −𝑄𝑠 (𝑥) | ≤
1
2𝑠
. (34)

2.6.2 Sparsification. Top-𝑚 sparsification retains only the compo-
nents with largest absolute magnitude:
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Table 2: Comparison of secure aggregation approaches

Approach Client Interaction Dropout Handling Computation Main Limitation

Pairwise masking High Moderate complexity Low–moderate Mask recovery required
Secret sharing Moderate–high Threshold dependent Moderate Multiple parties required
Trusted execution Low Good Low Hardware trust assumption
Homomorphic encryption Low Good High Ciphertext expansion
Differential privacy only Low Good Low Accuracy–privacy trade-off

S𝑚 (u) 𝑗 =
{
𝑢 𝑗 , 𝑗 ∈ TopM ( |u|) ,
0, otherwise.

(35)

The sparsity level is

𝜌𝑠 = 1 − 𝑚
𝑃
, (36)

where 𝑃 is the number of update components.

2.6.3 Error Feedback. Compression error can accumulate over com-
munication rounds. Error feedback stores the discarded residual:

v(𝑟 )
𝑘

= Δ𝜽 (𝑟 )
𝑘
+ e(𝑟 )

𝑘
, (37)

c(𝑟 )
𝑘

= C
(
v(𝑟 )
𝑘

)
, (38)

e(𝑟+1)
𝑘

= v(𝑟 )
𝑘
− c(𝑟 )

𝑘
. (39)

This mechanism allows previously discarded information to in-
fluence future transmissions.

2.7 Robust Federated Aggregation
Federated systems may contain faulty, unreliable, or malicious
clients. A malicious participant can submit an arbitrary update
designed to degrade the global model.

A model-poisoning update can be written as

Δ̃𝜽𝑘 = 𝛾𝑎Δ𝜽𝑘 + b𝑘 , (40)
where 𝛾𝑎 amplifies the update and b𝑘 introduces an adversarial

direction.
Robust aggregation methods include:
• coordinate-wise median;
• trimmed mean;
• geometric median;
• norm clipping;
• similarity-based filtering;
• reputation weighting;
• anomaly detection.

The coordinate-wise trimmed mean removes the largest and
smallest 𝑓 values for each parameter:

𝜃
(𝑟+1)
𝑗

=
1

𝐾 − 2𝑓

𝐾−𝑓∑︁
𝑘=𝑓 +1

𝑢 (𝑘 ), 𝑗 , (41)

where 𝑢 (𝑘 ), 𝑗 is the 𝑘-th ordered value of parameter 𝑗 .
Encrypted aggregation complicates robust filtering because in-

dividual updates are hidden. The proposed framework therefore

performs local norm clipping and uses encrypted reliability weights
computed before encryption.

2.8 Adaptive Client Weighting
Conventional federated averaging weights clients only by sam-
ple count. Adaptive methods use additional information such as
validation performance, update similarity, or data quality.

A general adaptive weight can be expressed as

𝜔𝑘 =
exp (𝑠𝑘/𝜏)∑𝐾
𝑗=1 exp

(
𝑠 𝑗/𝜏

) , (42)

where 𝑠𝑘 is a client score and 𝜏 controls concentration.
A composite score may be defined by

𝑠𝑘 = 𝛼1𝑞
val
𝑘
+ 𝛼2𝑞bal𝑘

+ 𝛼3𝑞comp
𝑘
− 𝛼4𝑑𝑘 , (43)

where:
• 𝑞val

𝑘
is validation reliability;

• 𝑞bal
𝑘

is label balance;
• 𝑞comp

𝑘
is feature completeness;

• 𝑑𝑘 is distributional divergence.
This formulation is closely related to the weighting mechanism

developed in the proposed method.

2.9 Uncertainty and Calibration
A classifier may be accurate but poorly calibrated. A model is cali-
brated when predictions assigned probability 𝑝 are correct approxi-
mately 𝑝 proportion of the time.

For confidence bins 𝐵1, . . . , 𝐵𝑀 , expected calibration error is

ECE =

𝑀∑︁
𝑚=1

|𝐵𝑚 |
𝑁
|acc(𝐵𝑚) − conf (𝐵𝑚) | . (44)

The Brier score for binary prediction is

BS =
1
𝑁

𝑁∑︁
𝑖=1
(𝑝𝑖 − 𝑦𝑖 )2 . (45)

Temperature scaling calibrates logits using

𝑝
(𝑇 )
𝑖,𝑐

=
exp(𝑧𝑖,𝑐/𝑇 )∑𝐶
𝑗=1 exp(𝑧𝑖, 𝑗/𝑇 )

. (46)

Calibration is particularly important in healthcare because clini-
cal decisions may depend on estimated probability rather than only
a class label.
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2.10 Research Gap
Existing research often addresses only a subset of the complete
problem.

Some studies focus on predictive performance without protect-
ing model updates. Others apply encryption but retain conventional
sample-size weighting. Communication-compression studies may
ignore encryption overhead. Robust aggregation methods may as-
sume that individual plaintext updates are visible. Calibration is
also frequently omitted.

The proposed framework integrates:
• adaptive client weighting;
• update quantization;
• top-𝑚 sparsification;
• error-feedback residuals;
• homomorphic encryption;
• encrypted aggregation;
• local clipping;
• uncertainty calibration;
• privacy and complexity analysis.

Table 3 summarizes the research gap addressed in this work.
The next section formalizes the system environment, data model,

adversarial assumptions, and optimization objectives.

3 System and Threat Model
This section defines the federated healthcare environment, local
data representation, learning objective, communication process,
trust assumptions, and adversarial capabilities considered in the
proposed framework.

3.1 Federated Healthcare Environment
The system consists of one coordination server and 𝐾 participating
healthcare institutions. The participating institutions may include
hospitals, specialist clinics, diagnostic laboratories, and remote-
monitoring centers.

The client set is

K = {1, 2, . . . , 𝐾} . (47)
Each institution maintains its patient records locally. The coor-

dination server distributes model parameters, receives encrypted
updates, performs secure aggregation, and redistributes the updated
global model.

The communication network is represented as

Gfed = (V, E) , (48)
where

V = {𝑆,𝐶1,𝐶2, . . . ,𝐶𝐾 } , (49)
contains the server 𝑆 and clients 𝐶𝑘 , while E contains authenti-

cated communication channels.
Figure 3 presents the system architecture.

3.2 Local Clinical Data Model
Institution 𝑘 owns dataset

D𝑘 =
{(
x𝑘,𝑖 , 𝑦𝑘,𝑖

)}𝑛𝑘
𝑖=1 , (50)

where x𝑘,𝑖 ∈ R𝑑 contains structured clinical variables and 𝑦𝑘,𝑖 ∈
{0, 1} is a binary clinical-risk label.

A representative patient feature vector is

x𝑘,𝑖 = [𝑎𝑖 , 𝑣𝑖 , l𝑖 ,m𝑖 , h𝑖 , u𝑖 ]𝑇 , (51)
where:
• 𝑎𝑖 represents age-related variables;
• 𝑣𝑖 contains physiological measurements;
• l𝑖 contains laboratory summaries;
• m𝑖 represents medication indicators;
• h𝑖 contains historical diagnosis information;
• u𝑖 represents prior healthcare utilization.

Continuous feature 𝑗 is standardized locally using

𝑥 ′
𝑘,𝑖, 𝑗

=
𝑥𝑘,𝑖, 𝑗 − 𝜇𝑘,𝑗√︃
𝜎2
𝑘,𝑗
+ 𝜀

, (52)

where 𝜇𝑘,𝑗 and 𝜎𝑘,𝑗 are computed only from the training data at
client 𝑘 .

Missing numerical features are represented by

𝑥𝑘,𝑖, 𝑗 =𝑚𝑘,𝑖, 𝑗𝑥𝑘,𝑖, 𝑗 +
(
1 −𝑚𝑘,𝑖, 𝑗

)
𝜇̂𝑘,𝑗 , (53)

where𝑚𝑘,𝑖, 𝑗 ∈ {0, 1} is a feature-availability indicator.

3.3 Prediction Model
The local predictor is

𝑦𝑘,𝑖 = 𝑓𝜽
(
x𝑘,𝑖

)
. (54)

For binary prediction, the output probability is

𝑝𝑘,𝑖 = 𝜎
(
𝑧𝑘,𝑖

)
=

1
1 + exp(−𝑧𝑘,𝑖 )

, (55)

where 𝑧𝑘,𝑖 is the model logit.
The weighted binary cross-entropy loss is

ℓ𝑘,𝑖 = −
[
𝛼𝑘𝑦𝑘,𝑖 log(𝑝𝑘,𝑖 ) +

(
1 − 𝑦𝑘,𝑖

)
log

(
1 − 𝑝𝑘,𝑖

) ]
, (56)

where 𝛼𝑘 compensates for local class imbalance.
The local objective is

𝐹𝑘 (𝜽 ) =
1
𝑛𝑘

𝑛𝑘∑︁
𝑖=1

ℓ𝑘,𝑖 +
𝜆

2
∥𝜽 ∥22 . (57)

The global objective is

𝐹 (𝜽 ) =
𝐾∑︁
𝑘=1

𝜔𝑘𝐹𝑘 (𝜽 ) . (58)

3.4 Federated Communication Process
At the beginning of communication round 𝑟 , the server sends 𝜽 (𝑟 )
to the selected client set S𝑟 ⊆ K .

The client-participation indicator is

𝑐
(𝑟 )
𝑘

=

{
1, 𝑘 ∈ S𝑟 ,
0, 𝑘 ∉ S𝑟 .

(59)

The participation ratio is
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Table 3: Functional comparison of representative federated-learning designs

Design Adaptive Weighting Encryption Compression Robustness Calibration Healthcare Focus

Basic federated averaging No No No No No Optional
Secure aggregation only No Yes No Limited No Optional
Compressed federation No No Yes No No Optional
Robust aggregation Limited Usually no Optional Yes No Optional
Federated calibration No No No No Yes Optional
Proposed framework Yes Yes Yes Yes Yes Yes

Healthcare Institution 1 Healthcare Institution 2 Healthcare Institution 𝐾

Local patient records Local patient records Local patient records

Local preprocessing Local preprocessing Local preprocessing

Local model training Local model training Local model training

Encrypted update↘ ↓ Encrypted update ↙ Encrypted update

Secure Coordination Server

Adaptive weights
Homomorphic aggregation

Global model update
Uncertainty calibration

⇓
Updated global model redistributed to all institutions

Figure 3: System architecture of the proposed privacy-preserving federated healthcare framework.

𝜌
(𝑟 )
𝑝 =

|S𝑟 |
𝐾

. (60)

Client 𝑘 initializes its local parameters as

𝜽 (𝑟 )
𝑘,0 = 𝜽 (𝑟 ) . (61)

After 𝐸 local epochs, the client produces

𝜽 (𝑟 )
𝑘,𝐸

= LocalTrain
(
𝜽 (𝑟 ) ,D𝑘 , 𝐸

)
. (62)

The model difference is

Δ𝜽 (𝑟 )
𝑘

= 𝜽 (𝑟 )
𝑘,𝐸
− 𝜽 (𝑟 ) . (63)

3.5 Trust Assumptions
The framework assumes the following.

(1) Participating institutions maintain secure local storage for
clinical records.

(2) Communication channels are authenticated and protected
against passive network interception.

(3) The central server follows the aggregation protocol but may
attempt to infer information from received messages.

(4) Individual update decryption is unavailable to the central
server.

(5) Aggregate decryption is performed through an authorized
threshold or trusted-key procedure.

(6) A minority of clients may be unreliable, compromised, or
malicious.

(7) The cryptographic implementation is assumed to be correct
and free from side-channel leakage.

3.6 Adversarial Model
The adversary classes are defined as follows.

3.6.1 Honest-but-Curious Server. The server correctly performs
encrypted aggregation butmay analyze ciphertext metadata, timing,
participation patterns, model outputs, or decrypted global updates.

The server view at round 𝑟 is

View(𝑟 )
𝑆

=

{
𝜽 (𝑟 ) ,S𝑟 , c(𝑟 )1 , . . . , c(𝑟 )|S𝑟 | ,Δ𝜽

(𝑟 )
agg

}
, (64)

where c(𝑟 )
𝑘

is the encrypted client update.

3.6.2 External Network Adversary. An external adversary may ob-
serve network traffic but does not control authenticated endpoints.
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The attacker may attempt replay, traffic analysis, or ciphertext
interception.

3.6.3 Malicious Client. A malicious client may alter its update
according to

Δ̃𝜽
(𝑟 )
𝑘 = 𝛾𝑘Δ𝜽

(𝑟 )
𝑘
+ a(𝑟 )

𝑘
, (65)

where 𝛾𝑘 is an amplification factor and a(𝑟 )
𝑘

is an adversarial
perturbation.

The malicious-client set is

B ⊂ K, |B| ≤ 𝑓 . (66)

3.6.4 Colluding Participants. A coalition of clients may combine
their information with server observations. The coalition is repre-
sented by

C = {𝑆} ∪ B𝑐 , (67)
where B𝑐 is a subset of colluding clients.
Privacy is expected to hold while the number of compromised

key shares remains below the decryption threshold.

3.7 Attack Objectives
The framework considers the following attack objectives:
• reconstruction of representative patient features;
• membership inference;
• estimation of sensitive institutional properties;
• degradation of global model accuracy;
• targeted manipulation of selected predictions;
• denial of service through malformed updates;
• replay of obsolete encrypted messages.

3.8 Security and Performance Objectives
The framework is designed to satisfy five objectives.

3.8.1 Update Confidentiality. For client update u𝑘 , the server should
not recover

u𝑘 = Dec (c𝑘 ) (68)
without access to the authorized decryption procedure.

3.8.2 Aggregate Correctness. The decrypted aggregate should sat-
isfy

Dec

(⊕
𝑘∈S𝑟

Enc (u𝑘 )
)
=

∑︁
𝑘∈S𝑟

u𝑘 . (69)

3.8.3 Predictive Utility. The encrypted global model should remain
close to the corresponding unencrypted model:��Menc −Mplain

�� ≤ 𝜀𝑢 , (70)
whereM represents a predictive metric.

3.8.4 Communication Efficiency. The transmitted encrypted up-
date should satisfy

𝐶proposed < 𝐶uncompressed-encrypted . (71)

3.8.5 Robustness. The global model should maintain acceptable
performance when up to 𝑓 clients submit abnormal updates.

Table 4 summarizes the threat model.

4 Proposed Privacy-Preserving Framework
The proposed framework integrates local preprocessing, adaptive
institutional weighting, robust local optimization, update compres-
sion, quantization, homomorphic encryption, secure aggregation,
and uncertainty calibration.

4.1 Framework Overview
Each federated communication round contains the following stages:

(1) the server selects participating institutions;
(2) the current global model is distributed;
(3) institutions train locally;
(4) client quality and reliability scores are computed;
(5) local updates are clipped, sparsified, and quantized;
(6) weighted updates are encrypted;
(7) the server performs homomorphic aggregation;
(8) the authorized aggregate is decrypted;
(9) the global model is updated;
(10) probability calibration is performed using distributed valida-

tion summaries.

4.2 Local Preprocessing
Each client performs preprocessing independently to avoid leakage
of raw feature statistics.

For continuous feature 𝑗 , the local standardized value is given
by Equation 52.

A clipping transformation limits extreme observations:

𝑥𝑘,𝑖, 𝑗 =min
[
max

(
𝑥𝑘,𝑖, 𝑗 , 𝐿𝑘,𝑗

)
,𝑈𝑘,𝑗

]
, (72)

where 𝐿𝑘,𝑗 and𝑈𝑘,𝑗 are local lower and upper bounds.
Categorical variables are represented through one-hot or learned

embedding vectors:

e𝑘,𝑖, 𝑗 = Embed𝑗
(
𝑥𝑘,𝑖, 𝑗

)
. (73)

The final local input is

x̃𝑘,𝑖 =
[
xnum𝑘,𝑖 ∥ e

cat
𝑘,𝑖
∥ m𝑘,𝑖

]
, (74)

where ∥ denotes vector concatenation and m𝑘,𝑖 contains miss-
ingness indicators.

4.3 Local Training
At communication round 𝑟 , client 𝑘 initializes

𝜽 (𝑟 )
𝑘,0 = 𝜽 (𝑟 ) . (75)

For local mini-batch B𝑘,𝑒 , the stochastic gradient is

g(𝑟 )
𝑘,𝑒

=
1
|B𝑘,𝑒 |

∑︁
𝑖∈B𝑘,𝑒

∇𝜽 ℓ
(
𝑓
𝜽 (𝑟 )
𝑘,𝑒

(
x𝑘,𝑖

)
, 𝑦𝑘,𝑖

)
. (76)

The local parameter update is

𝜽 (𝑟 )
𝑘,𝑒+1 = 𝜽 (𝑟 )

𝑘,𝑒
− 𝜂 (𝑟 )

𝑘
g(𝑟 )
𝑘,𝑒
. (77)
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Table 4: Summary of considered entities, capabilities, and protections

Entity Assumed Behavior Potential Capability Primary Protection

Healthcare client Mostly honest Local training and encryption Secure local storage
Malicious client Arbitrary update Poisoning or replay Clipping and reliability control
Coordination server Honest-but-curious Traffic and aggregate analysis Homomorphic encryption
External attacker Unauthorized Interception or replay Authentication and encryption
Colluding coalition Coordinated Combined inference Threshold decryption

A proximal penalty limits excessive drift from the global model:

𝐹
prox
𝑘
(𝜽 ) = 𝐹𝑘 (𝜽 ) +

𝜇

2




𝜽 − 𝜽 (𝑟 )


2
2
. (78)

The corresponding gradient becomes

∇𝐹 prox
𝑘

= ∇𝐹𝑘 + 𝜇
(
𝜽 − 𝜽 (𝑟 )

)
. (79)

4.4 Client Quality Score
Each client receives a quality score based on four components.

4.4.1 Sample-Size Score. The normalized sample-size score is

𝑞size
𝑘

=
log(1 + 𝑛𝑘 )

max𝑗 log(1 + 𝑛 𝑗 )
. (80)

The logarithm prevents very large institutions from dominating
the weighting mechanism.

4.4.2 Class-Balance Score. For binary labels, the balance score is

𝑞bal
𝑘

= 1 − |2𝑝𝑘 − 1| , (81)

where

𝑝𝑘 =
𝑛+
𝑘

𝑛𝑘
. (82)

The score reaches one when the classes are balanced.

4.4.3 Validation Reliability. Local validation reliability is defined
as

𝑞val
𝑘

= 𝜆F1F1𝑘 + 𝜆AUCAUC𝑘 − 𝜆ECEECE𝑘 . (83)

The coefficients satisfy

𝜆F1 + 𝜆AUC + 𝜆ECE = 1. (84)

4.4.4 Distributional Similarity. The distributional similarity score
is

𝑞sim
𝑘

= exp (−𝜏𝑑𝑑𝑘 ) , (85)

where 𝑑𝑘 measures divergence from a privacy-preserving global
summary.

4.5 Composite Adaptive Weight
The raw client score is

𝑠
(𝑟 )
𝑘

= 𝛼1𝑞
size
𝑘
+ 𝛼2𝑞bal𝑘

+ 𝛼3𝑞val𝑘
+ 𝛼4𝑞sim𝑘 , (86)

subject to

4∑︁
𝑗=1

𝛼 𝑗 = 1, 𝛼 𝑗 ≥ 0. (87)

The normalized client weight is

𝜔
(𝑟 )
𝑘

=

exp
(
𝑠
(𝑟 )
𝑘
/𝑇𝑤

)
∑
𝑗∈S𝑟 exp

(
𝑠
(𝑟 )
𝑗
/𝑇𝑤

) , (88)

where 𝑇𝑤 is a weighting temperature.
To prevent domination by any institution, weights are bounded:

𝜔min ≤ 𝜔 (𝑟 )𝑘 ≤ 𝜔max . (89)
After bounding, the weights are renormalized:

𝜔
(𝑟 )
𝑘

=

clip
(
𝜔
(𝑟 )
𝑘
, 𝜔min, 𝜔max

)
∑
𝑗∈S𝑟 clip

(
𝜔
(𝑟 )
𝑗
, 𝜔min, 𝜔max

) . (90)

4.6 Update Clipping
The client model difference is clipped to norm 𝐶𝑢 :

Δ𝜽
(𝑟 )
𝑘 = Δ𝜽 (𝑟 )

𝑘
·min

©­­«1,
𝐶𝑢


Δ𝜽 (𝑟 )
𝑘





2
+ 𝜀

ª®®¬ . (91)

Clipping reduces the influence of extreme or malicious updates.
The weighted update is

u(𝑟 )
𝑘

= 𝜔
(𝑟 )
𝑘

Δ𝜽
(𝑟 )
𝑘 . (92)

4.7 Error-Feedback Compression
Each client maintains residual vector e(𝑟 )

𝑘
.

The compensated update is

v(𝑟 )
𝑘

= u(𝑟 )
𝑘
+ e(𝑟 )

𝑘
. (93)

Top-𝑚 sparsification gives

s(𝑟 )
𝑘

= S𝑚
(
v(𝑟 )
𝑘

)
. (94)

The residual is updated according to



La
Te
X F
orm

att
ing

He
lp

ww
w.l
ate
xfo
rm
att
ing
he
lp.
co
m

Conference acronym ’XX, June 03–05, 2018, Woodstock, NY Morgan et al.

e(𝑟+1)
𝑘

= v(𝑟 )
𝑘
− s(𝑟 )

𝑘
. (95)

The compression error is

𝐸
(𝑟 )
𝑘,comp =




v(𝑟 )
𝑘
− s(𝑟 )

𝑘





2
. (96)

4.8 Integer Quantization
Homomorphic encryption operates on integers. The sparse update
is quantized as

z(𝑟 )
𝑘

=𝑄𝑠

(
s(𝑟 )
𝑘

)
=

⌊
𝑠𝑞s
(𝑟 )
𝑘

⌉
, (97)

where 𝑠𝑞 is the quantization scale.
The reconstructed plaintext value is

ŝ(𝑟 )
𝑘

=
z(𝑟 )
𝑘

𝑠𝑞
. (98)

The elementwise error is bounded by


s(𝑟 )
𝑘
− ŝ(𝑟 )

𝑘





∞
≤ 1

2𝑠𝑞
. (99)

4.9 Homomorphic Encryption
The encryption key pair is

(𝑝𝑘, 𝑠𝑘) ← KeyGen
(
1𝜆

)
, (100)

where 𝜆 is the security parameter.
Client 𝑘 encrypts the quantized sparse update:

c(𝑟 )
𝑘

= Enc𝑝𝑘
(
z(𝑟 )
𝑘

)
. (101)

The ciphertext is transmitted with metadata

P (𝑟 )
𝑘

=

(
idx(𝑟 )

𝑘
, c(𝑟 )
𝑘
, 𝑟 , nonce(𝑟 )

𝑘

)
, (102)

where idx(𝑟 )
𝑘

contains sparse indices and the nonce prevents
replay.

4.10 Secure Aggregation
The server computes the ciphertext aggregate:

c(𝑟 )agg =
⊕
𝑘∈S𝑟

c(𝑟 )
𝑘
. (103)

After authorized aggregate decryption,

z(𝑟 )agg = Dec𝑠𝑘
(
c(𝑟 )agg

)
. (104)

The floating-point aggregate is

Δ𝜽̂
(𝑟 )
agg =

z(𝑟 )agg

𝑠𝑞
. (105)

The global update is

𝜽 (𝑟+1) = 𝜽 (𝑟 ) + 𝜂𝑔Δ𝜽̂
(𝑟 )
agg, (106)

where 𝜂𝑔 is the server learning rate.

4.11 Server-Side Momentum
To improve convergence, the server maintains momentum

m(𝑟+1) = 𝛽𝑚m(𝑟 ) + (1 − 𝛽𝑚) Δ𝜽̂
(𝑟 )
agg . (107)

The updated global parameters become

𝜽 (𝑟+1) = 𝜽 (𝑟 ) + 𝜂𝑔m(𝑟+1) . (108)

4.12 Client Reliability Update
Client reliability is updated using exponential smoothing:

𝑅
(𝑟+1)
𝑘

= 𝛽𝑅𝑅
(𝑟 )
𝑘
+ (1 − 𝛽𝑅) 𝑞val𝑘

. (109)
A client is temporarily excluded if

𝑅
(𝑟 )
𝑘

< 𝑅min . (110)
The eligible client set is

K (𝑟 )eligible =
{
𝑘 ∈ K : 𝑅 (𝑟 )

𝑘
≥ 𝑅min

}
. (111)

4.13 Probability Calibration
After federated training, the model logits are calibrated using dis-
tributed validation summaries.

For temperature 𝑇 > 0,

𝑝
(𝑇 )
𝑖,𝑐

=
exp

(
𝑧𝑖,𝑐/𝑇

)∑𝐶
𝑗=1 exp

(
𝑧𝑖, 𝑗/𝑇

) . (112)

The calibration temperature is selected by minimizing

𝑇 ∗ = argmin
𝑇>0

𝐾∑︁
𝑘=1

𝜔𝑘LNLL,𝑘 (𝑇 ) . (113)

Predictive entropy is

𝐻𝑖 = −
𝐶∑︁
𝑐=1

𝑝
(𝑇 ∗ )
𝑖,𝑐

log 𝑝 (𝑇
∗ )

𝑖,𝑐
. (114)

A prediction is marked uncertain when

𝐻𝑖 > 𝐻threshold . (115)

4.14 Complete Training Procedure
Algorithm 4.14 summarizes the complete framework.

[1]
Clients K , global model 𝜽 (0) , rounds 𝑅, local epochs 𝐸, clipping

threshold 𝐶𝑢 , quantization scale 𝑠𝑞
Final calibrated global model
Generate homomorphic encryption keys
Initialize client reliabilities and residual memories
𝑟 = 0, . . . , 𝑅 − 1
Select eligible client set S𝑟
Broadcast 𝜽 (𝑟 )
𝑘 ∈ S𝑟 in parallel
Preprocess local clinical data
Train locally for 𝐸 epochs
Compute validation and data-quality scores
Calculate adaptive weight 𝜔 (𝑟 )

𝑘
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Compute model difference Δ𝜽 (𝑟 )
𝑘

Clip the update to norm 𝐶𝑢
Apply error-feedback sparsification
Quantize the sparse update
Encrypt the weighted update
Send encrypted packet to server
Homomorphically aggregate encrypted updates
Authorize aggregate decryption
Dequantize aggregate update
Update server momentum
Update global model
Update client reliability scores
Optimize calibration temperature
Return calibrated global model

4.15 Computational Stages
Table 5 summarizes the main stages and where each operation is
performed.

5 Experimental Setup
This section describes the experimental environment used to eval-
uate the proposed privacy-preserving federated learning frame-
work. Since this manuscript serves as a portfolio demonstration,
all datasets, institutions, numerical results, and implementation
details are fictional but are designed to resemble a realistic multi-
institutional healthcare study.

5.1 Experimental Environment
Experiments were designed to simulate collaboration among multi-
ple hospitals without requiring centralized access to patient records.
Each participating institution independently trained a local model
while sharing only encrypted model updates with the coordination
server.

The simulated environment consisted of ten healthcare insti-
tutions with different patient populations, data sizes, and disease
prevalence rates. This heterogeneity was intentionally introduced
to evaluate how well the proposed adaptive weighting mechanism
handles non-identically distributed (non-IID) clinical data.

Training was performed for 100 communication rounds, with
each institution executing three local epochs before transmitting
an encrypted update. During each communication round, 80% of
the institutions were randomly selected for participation.

5.2 Synthetic Healthcare Dataset
A fictional multi-hospital dataset was constructed to resemble struc-
tured electronic health records collected from general hospitals and
specialist medical centers.

Each patient record contained demographic variables, physiolog-
ical measurements, laboratory summaries, medication indicators,
previous admission history, and a binary clinical outcome repre-
senting the occurrence of a high-risk medical event.

Table 6 summarizes the simulated dataset.

5.3 Compared Methods
The proposed framework was compared against several represen-
tative learning strategies.

Synthetic Healthcare Dataset

⇓

Data Distribution Across Hospitals

⇓

Local Model Training

⇓

Adaptive Weighting
Encrypted Aggregation

Figure 4: Overall evaluation workflow of the proposed frame-
work.

(1) Local independent training
(2) Centralized machine learning
(3) Conventional Federated Averaging (FedAvg)
(4) Encrypted Federated Averaging
(5) Proposed Adaptive Secure Federated Learning
These baselines allow evaluation of both predictive performance

and the additional computational cost introduced by privacy-preserving
mechanisms.

5.4 Implementation Settings
All experiments were performed using the same neural-network
architecture to ensure a fair comparison among methods. Unless
otherwise stated, identical hyperparameters were used across all
experiments.

Table 7 lists the principal implementation settings.

5.5 Evaluation Metrics
The proposed framework was evaluated from both predictive and
systems perspectives. Classification performance was assessed us-
ing Accuracy, Precision, Recall, F1-score, Area Under the ROC
Curve (AUC), and calibration error.

Communication efficiency was measured using the total amount
of transmitted data, average communication time per round, and
total training duration. Encryption overhead was evaluated sepa-
rately to quantify the additional computational cost introduced by
secure aggregation.

Table 8 summarizes the evaluation criteria.

5.6 Evaluation Workflow
Figure 4 illustrates the overall experimental workflow adopted
throughout the evaluation.

5.7 Statistical Analysis
To reduce the influence of random initialization, every experiment
was repeated five times using different random seeds. The reported
results correspond to the average performance across all repetitions.
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Table 5: Operational stages of the proposed framework

Stage Location Input Output

Preprocessing Client Local patient records Normalized local features
Local training Client Global model and local data Local model difference
Quality estimation Client Validation summaries Adaptive score
Compression Client Weighted update Sparse quantized update
Encryption Client Quantized update Ciphertext packet
Aggregation Server Encrypted packets Encrypted global sum
Decryption Authorized service Aggregate ciphertext Aggregate plaintext
Global update Server Aggregate update New global model
Calibration Distributed Validation summaries Calibrated probabilities

Table 6: Summary of the synthetic healthcare dataset used
in this study.

Characteristic Value

Participating institutions 10
Total patient records 500,000
Average records per institution 50,000
Clinical features 42
Prediction task Binary classification
Positive class prevalence 12.3%
Training split 70%
Validation split 15%
Testing split 15%

Table 7: Model hyperparameters.

Parameter Value

Optimizer Adam
Initial learning rate 0.001
Batch size 64
Local epochs 3
Communication rounds 100
Dropout 0.30
Weight decay 10−4
Compression ratio 70%
Encryption key size 2048 bits
Temperature scaling Enabled

Whenever appropriate, standard deviation values are reported
alongside mean performance to illustrate the stability of the pro-
posed method. Relative improvements are calculated with respect
to the strongest baseline under identical experimental settings.

5.8 Summary
The experimental protocol was designed to evaluate not only pre-
dictive performance but also privacy preservation, communication
efficiency, robustness, and computational overhead. The following

Table 8: Evaluation metrics.

Category Metrics

Prediction Accuracy, Precision, Recall, F1-score, AUC
Calibration ECE, Brier Score
Communication Bandwidth, Communication Time
Efficiency Training Time, Convergence
Security Encryption Overhead, Privacy Analysis
Robustness Poisoning Resistance, Reliability

section presents the experimental results and discusses the effec-
tiveness of the proposed framework across these complementary
evaluation dimensions.

6 Results and Discussion
This section presents the experimental evaluation of the proposed
privacy-preserving federated learning framework. The analysis
focuses on predictive performance, communication efficiency, com-
putational overhead, robustness against malicious participants, and
model calibration. Unless otherwise stated, all reported values cor-
respond to the average of five independent experimental runs.

6.1 Overall Predictive Performance
Table 9 compares the proposed framework with the baseline ap-
proaches introduced in Section 5.

As expected, independent local training achieved the weakest
overall performance because every institution learned from only
its own patient population. Conventional Federated Averaging sub-
stantially improved model generalization by combining knowledge
across institutions. Incorporating encrypted aggregation produced
nearly identical predictive performance, indicating that privacy
preservation introduced only negligible accuracy loss.

The proposed adaptive weighting strategy further improved
classification performance by assigning greater importance to in-
stitutions containing better-balanced and more reliable datasets.

The proposed method achieved performance close to centralized
learning while preserving institutional privacy throughout training.
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Figure 5: Performance evaluation of the proposed privacy-preserving federated learning framework and baseline methods.

Table 9: Comparison of predictive performance.

Method Accuracy Precision Recall F1 AUC ECE

Local Training 84.3 78.1 72.8 75.3 0.871 0.081
Centralized Learning 91.4 89.6 88.5 89.0 0.958 0.034
Federated Averaging 89.8 86.8 85.1 85.9 0.944 0.041
Encrypted FedAvg 89.7 86.7 84.9 85.7 0.943 0.042
Proposed Framework 91.0 89.1 88.2 88.6 0.954 0.025

6.2 Communication Cost
Secure aggregation inevitably increases communication because
encrypted parameters occupy more storage than plaintext values.
However, communication-efficient sparsification considerably re-
duced this additional overhead.

Table 10 summarizes the communication analysis.
Although encryption increased computational cost, the proposed

compression strategy reduced transmitted data by approximately
68% relative to transmitting encrypted full-model updates.

Table 10: Communication analysis.

Method Data / Round Training Time

FedAvg 180 MB 18.4 s
Encrypted FedAvg 415 MB 46.8 s
Proposed Method 134 MB 31.6 s

6.3 Convergence Behaviour
Figure 6 illustrates the convergence behaviour of the different learn-
ing strategies.
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Training Loss

Local

FedAvg

Encrypted

Proposed

Convergence Curves

Figure 6: Illustration of convergence behaviour across train-
ing rounds.

Table 11: Calibration evaluation.

Method ECE Brier Score

FedAvg 0.041 0.128
Encrypted FedAvg 0.042 0.129
Proposed Framework 0.025 0.112

The adaptive weighting mechanism accelerated convergence
during the initial communication rounds while maintaining stable
optimization near the final solution.

6.4 Calibration Performance
Reliable probability estimation is particularly important in health-
care applications where confidence values may influence subse-
quent clinical decisions.

Table 11 presents calibration performance.
Applying temperature scaling significantly improved calibration

while preserving predictive accuracy.

6.5 Robustness Analysis
An additional experiment evaluated robustness under the presence
of malicious clients submitting abnormal model updates.

Three attack scenarios were simulated:
• Random parameter perturbation
• Model poisoning
• Amplified gradient attacks

The adaptive reliability mechanism successfully reduced the
influence of abnormal participants, allowing the global model to
maintain stable performance even when approximately 20% of par-
ticipating institutions behaved maliciously.

6.6 Ablation Study
To understand the contribution of each framework component,
several variants of the proposed method were evaluated.

The largest reduction in performance occurred when adaptive
weighting was removed, indicating that effective client selection

plays an important role when participating institutions exhibit
heterogeneous data distributions.

6.7 Discussion
The experimental results demonstrate that strong privacy protec-
tion does not necessarily require sacrificing predictive performance.
Although homomorphic encryption introduces additional computa-
tional overhead, communication-efficient compression substantially
offsets this cost.

Compared with conventional Federated Averaging, the proposed
framework provides three practical advantages.

First, adaptive client weighting improves robustness under het-
erogeneous clinical datasets by assigning greater influence to reli-
able institutions.

Second, encrypted aggregation prevents the coordination server
from directly observing individual model updates, thereby reducing
exposure to gradient-based privacy attacks.

Third, uncertainty calibration produces more reliable confidence
estimates, an important characteristic for healthcare decision-support
systems where probability estimates may influence downstream
clinical assessment.

Overall, the proposed framework approaches centralized pre-
dictive performance while maintaining distributed data ownership
and improving privacy protection, making it a practical candidate
for collaborative healthcare analytics.

7 Conclusion
This paper presented a privacy-preserving federated learning frame-
work designed for collaborative healthcare analytics. The proposed
approach combined adaptive client weighting, communication-
efficient model compression, homomorphic encryption, secure ag-
gregation, and probability calibration into a unified learning frame-
work.

Unlike conventional centralized machine learning, the proposed
method allows participating healthcare institutions to collabora-
tively train a shared predictive model without transferring raw
patient records outside their local environments. By combining en-
crypted aggregation with adaptive client weighting, the framework
aims to improve both privacy protection and predictive perfor-
mance while remaining practical for distributed clinical environ-
ments.

Experimental evaluation on a synthetic multi-hospital dataset
demonstrated that the proposed framework achieved predictive
performance comparable to centralized learning while substantially
improving data confidentiality. The adaptive weighting mechanism
improved convergence under heterogeneous data distributions,
whereas communication-efficient compression reduced the band-
width requirements introduced by encrypted aggregation.

The study also demonstrated that probability calibration and
client reliability estimation contribute to more trustworthy predic-
tions in clinical decision-support applications. Although encryption
introduces additional computational overhead, the experimental
results indicate that the associated cost can be partially compen-
sated through update compression and efficient communication
strategies.
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Table 12: Ablation study.

Configuration Accuracy F1

Complete Framework 91.0 88.6
Without Adaptive Weighting 89.9 86.7
Without Compression 90.3 87.2
Without Calibration 91.0 88.6
Without Reliability Scoring 89.7 86.3

Overall, the proposed framework illustrates that privacy preser-
vation, distributed learning, and practical predictive performance
can coexist within a unified federated healthcare architecture.

7.1 Practical Implications
The concepts presented in this study may be applicable to several
privacy-sensitive healthcare scenarios, including collaborative dis-
ease prediction, distributed hospital analytics, remote patient mon-
itoring, medical image classification, and clinical decision-support
systems.

Organizations that are unable to exchange sensitive patient
records may benefit from distributed learning strategies that pre-
serve local data ownership while still enabling collaborative model
development.

7.2 Limitations
Although the proposed framework demonstrates encouraging per-
formance, several limitations should be acknowledged.

First, the experimental evaluation was conducted using a syn-
thetic dataset created solely for demonstration purposes. Real-world
healthcare deployments involve considerably more heterogeneous
patient populations, regulatory requirements, and operational con-
straints.

Second, the communication model assumes reliable authenti-
cated network connections between participating institutions. Real
deployments may experience network failures, delayed communi-
cation, or temporary client unavailability.

Third, this work focuses primarily on structured clinical pre-
diction. Additional investigation would be required for medical
imaging, electronic health record text, multimodal learning, and
streaming healthcare applications.

Finally, implementation-specific aspects of cryptographic libraries,
hardware acceleration, and deployment infrastructure were inten-
tionally excluded from this conceptual study.

7.3 Future Work
Several promising research directions remain for future investiga-
tion.

Future work may explore asynchronous federated optimization
to improve training efficiency when participating institutions pos-
sess different computational resources.

Another interesting direction involves integrating differential
privacy with encrypted aggregation to provide stronger theoret-
ical privacy guarantees while maintaining acceptable predictive
performance.

Foundation models and large language models are also becom-
ing increasingly important in healthcare. Future research could
investigate privacy-preserving collaborative fine-tuning of multi-
modal medical foundation models across geographically distributed
healthcare institutions.

Additional studies may further examine adaptive client selection,
continual federated learning, personalized federated models, se-
cure cross-silo collaboration, and energy-efficient communication
protocols.
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Appendix A
This appendix summarizes the principal notation used throughout
the paper.

Appendix B
The complete implementation workflow used throughout this port-
folio example consists of the following stages:

(1) Local preprocessing
(2) Local model optimization
(3) Adaptive quality estimation
(4) Gradient clipping
(5) Sparse update generation
(6) Integer quantization
(7) Homomorphic encryption
(8) Secure aggregation
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Table 13: Frequently used mathematical notation.

Symbol Description

𝐾 Number of healthcare institutions
D𝑘 Local dataset of institution 𝑘
𝜃 Global model parameters
𝜔𝑘 Adaptive client weight
𝐸 Local training epochs
𝑅 Communication rounds
𝑠𝑞 Quantization scale
𝐶𝑢 Gradient clipping threshold
𝑇 Calibration temperature

(9) Global model update
(10) Probability calibration

Portfolio Disclaimer
This document is included as a formatting demonstration for portfo-
lio purposes only. It is intended to showcase document preparation
using the ACM acmart class and demonstrates professional for-
matting, cross-referencing, equations, algorithms, tables, figures,
appendices, and bibliography management.

It should not be interpreted as a peer-reviewed scientific publi-
cation.
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