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Abstract

Federated Learning Framework for
Privacy-Preserving Medical Image Analysis

by

Abdulrahman Fahad Al-Mutairi

Doctor of Philosophy in the Department of Software Engineering at the College

of Computer and Information Sciences

King Saud University, Riyadh, June 2027

Prof. Ahmed Saeed Al-Harbi

Prof. Ibrahim Mohammed Al-Qahtani

The rapid adoption of Artificial Intelligence (AI) in healthcare has significantly

improved the ability to diagnose diseases from medical imaging. However, de-

veloping accurate deep learning models requires large volumes of patient data,

which are often distributed across multiple healthcare institutions and protected by

strict privacy regulations. Conventional centralized learning approaches require

the transfer of sensitive medical data to a central server, raising concerns re-

garding data privacy, security, and regulatory compliance. These limitations have

motivated the adoption of Federated Learning (FL), which enables collaborative

model training while ensuring that patient data remain within local healthcare fa-

cilities.

This dissertation proposes a novel privacy-preserving federated learning

framework for medical image analysis that combines deep learning, secure ag-

gregation, differential privacy, and adaptive federated optimization. The proposed

framework enables multiple hospitals to collaboratively train diagnostic models

without exchanging raw patient data. Furthermore, an intelligent client-selection

strategy is introduced to improve communication efficiency and reduce training

latency while maintaining high model performance across heterogeneous health-
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care environments.

To further enhance model robustness, an adaptive aggregation mechanism is

developed to address challenges arising from non-identically distributed (Non-IID)

medical datasets. The proposed framework also incorporates privacy-preserving

mechanisms that provide formal privacy guarantees while maintaining compet-

itive diagnostic accuracy. Extensive experiments are conducted using publicly

available medical imaging datasets covering chest X-ray classification, brain MRI

analysis, and diabetic retinopathy detection.

Experimental results demonstrate that the proposed framework achieves su-

perior classification accuracy, faster model convergence, and reduced communi-

cation overhead compared with conventional federated learning approaches. The

adaptive optimization strategy improves overall training efficiency while preserving

patient confidentiality throughout the learning process. In addition, the integrated

privacy mechanisms successfully protect sensitive healthcare information without

significantly degrading predictive performance.

The findings of this research demonstrate that the proposed federated learn-

ing framework provides a scalable, secure, and efficient solution for collabo-

rative medical image analysis. The developed methodology supports privacy-

preserving artificial intelligence applications within modern healthcare systems

and contributes toward the broader adoption of trustworthy AI technologies in clin-

ical decision support.
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الخلاصة

تحليل في الخصوصية على للحفاظ الاتحادي للتعلّم عمل إطار
الطبية الصور

التشخيص دقة لتحسين الاصطناعي الذكاء تقنيات استخدام في متسارعاً تطوراً الصحية الرعاية قطاع يشهد

غالباً والتي الطبية، البيانات من كبيرة كميات يتطلب العميق التعلم نماذج تدريب أن إلا الطبية. القرارات اتخاذ ودعم

وسرية بالخصوصية تتعلق صارمة لضوابط تخضع كما متعددة، صحية ومراكز مستشفيات بين موزعة تكون ما

الأساليب باستخدام الكفاءة عالية اصطناعي ذكاء نماذج بناء أمام كبيراً تحدياً القيود هذه وتمثل المرضى. معلومات

مركزي. موقع في البيانات تجميع على تعتمد التي التقليدية

نماذج لتطوير Learning) (Federated الاتحادي التعلم على يعتمد مبتكراً عمل إطار الدراسة هذه تقدم

تدريب الصحية للمؤسسات المقترح الإطار ويتيح البيانات. خصوصية على المحافظة مع الطبية الصور لتحليل ذكية

والامتثال المعلومات أمن يعزز مما المحلية، بيئاتها خارج المرضى بيانات نقل إلى الحاجة دون مشترك نموذج

الصحية. البيانات بحماية الخاصة والتشريعات للأنظمة

وخوارزميات التفاضلية، والخصوصية الآمن، التجميع آليات مع العميق التعلم تقنيات المقترح النظام يدمج كما

آلية تطوير تم ذلك، إلى إضافةً والعملاء. الخوادم بين الاتصال زمن وتقليل التدريب كفاءة لرفع تكيفية اتحادية تحسين

المحافظة مع الشبكة موارد استهلاك وتقليل التقارب سرعة تحسين بهدف التدريب عملية في المشاركين لاختيار ذكية

النموذج. جودة على

صور شملت الطبية، للصور متنوعة بيانات باستخدام التجارب من مجموعة أُجريت المقترح، الإطار أداء ولتقييم

أن النتائج وأظهرت السكري. الشبكية اعتلال وصور للدماغ، المغناطيسي الرنين وصور للصدر، السينية الأشعة

المتبادلة البيانات حجم في وانخفاضاً التدريب، في أكبر وسرعة التصنيف، في مرتفعة دقة حقق المقترح النموذج

ملحوظ بشكل التأثير وعدم الطبية البيانات خصوصية على المحافظة مع الاتحادي، للتعلم التقليدية بالأساليب مقارنةً

التنبؤ. جودة على

الاصطناعي الذكاء تطبيقات لتطوير للتوسع وقابلاً فعالاً حلاً يمثل المقترح الإطار أن الدراسة هذه نتائج وتؤكد

المعرفة لتبادل وموثوقة آمنة بيئة توفير خلال من الصحي للقطاع الرقمي التحول دعم في ويسهم الصحي، المجال في

المرضى. بيانات بسرية المساس دون
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Chapter 1: Introduction

1.1 Overview and Background

Artificial Intelligence (AI) has transformed numerous sectors by enabling data-

driven decision making and intelligent automation. In healthcare, deep learning

techniques have demonstrated remarkable success in medical image analysis,

assisting clinicians in the early detection, diagnosis, and classification of a wide

range of diseases. Modern diagnostic systems rely heavily on large volumes of

annotated medical images, allowing machine learning models to achieve perfor-

mance comparable to that of experienced medical professionals in several imag-

ing tasks.

Despite these advances, the availability of high-quality medical data remains

one of the primary challenges in developing reliable AI models. Medical images

are typically distributed across multiple hospitals and healthcare institutions, each

governed by strict privacy regulations and ethical guidelines. Conventional cen-

tralized machine learning approaches require transferring sensitive patient data

to a central repository, increasing the risks of data leakage, unauthorized access,

and regulatory non-compliance.

The emergence of Federated Learning (FL) has introduced a promising al-

ternative for collaborative model development. Instead of sharing raw patient

data, participating healthcare institutions train models locally and exchange only

model parameters with a central aggregation server. This decentralized learning

paradigm enables organizations to benefit from collective knowledge while pre-

serving patient privacy and maintaining ownership of their local datasets.

Recent advances in federated learning have demonstrated its potential for

healthcare applications such as disease diagnosis, medical image segmentation,

cancer detection, diabetic retinopathy screening, and brain tumor classification.

However, several practical challenges continue to limit its widespread adoption.

These include heterogeneous data distributions across institutions, communica-

tion overhead, client availability, model convergence, privacy preservation, and

scalability in large healthcare networks.

To address these challenges, this dissertation proposes a privacy-preserving
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federated learning framework for medical image analysis that integrates adaptive

federated optimization, secure aggregation, and differential privacy techniques.

The proposed framework is designed to improve diagnostic accuracy while reduc-

ing communication costs and ensuring compliance with healthcare data privacy

requirements. Furthermore, intelligent client selection and adaptive aggregation

strategies are incorporated to enhance learning efficiency under heterogeneous

data conditions.

The outcomes of this research contribute to the development of secure and

scalable artificial intelligence solutions for modern healthcare systems. By en-

abling collaborative model training without exposing sensitive patient information,

the proposed framework supports trustworthy AI deployment in clinical environ-

ments and aligns with the growing demand for privacy-aware intelligent healthcare

technologies.

1.2 Research Motivation

Healthcare organizations continuously generate enormous volumes of medical

imaging data through diagnostic procedures such as X-ray, Computed Tomog-

raphy (CT), Magnetic Resonance Imaging (MRI), and ultrasound examinations.

While these datasets provide valuable opportunities for training highly accurate

deep learning models, legal restrictions and patient confidentiality requirements

often prevent institutions from sharing their data with external parties.

Consequently, many hospitals possess only limited local datasets, resulting in

models that lack generalization capability when deployed in real-world clinical set-

tings. Federated Learning offers an effective mechanism for collaborative learning

while maintaining data privacy; however, existing frameworks still suffer from com-

munication inefficiencies, heterogeneous client performance, and reduced model

convergence under non-identically distributed (Non-IID) datasets.

These limitations motivate the development of an adaptive federated learning

framework capable of preserving privacy while improving diagnostic performance

and computational efficiency.

2
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1.3 Research Problem

Although Federated Learning has emerged as an effective paradigm for privacy-

preserving collaborative learning, several research challenges remain unresolved.

Existing approaches often experience decreased model accuracy when training

data are unevenly distributed across participating institutions. In addition, com-

munication overhead, inefficient client selection, and privacy attacks continue to

hinder practical deployment in healthcare environments.

Therefore, there is a need for an intelligent federated learning framework that

simultaneously addresses privacy preservation, communication efficiency, adap-

tive optimization, and robust medical image classification.

1.4 Research Objectives

The primary objective of this dissertation is to develop a secure and adaptive

federated learning framework for medical image analysis.

The specific objectives are as follows:

• Design a privacy-preserving federated learning architecture for distributed

healthcare environments.

• Develop adaptive client selection and aggregation strategies to improve

learning efficiency.

• Integrate differential privacy and secure aggregation mechanisms for en-

hanced data protection.

• Evaluate the proposed framework using multiple medical imaging datasets.

• Compare the proposed approach with existing federated learning algorithms

using standard performance metrics.

1.5 Organization of the Dissertation

The remainder of this dissertation is organized as follows.

Chapter 2 reviews the literature on Artificial Intelligence, medical image anal-

ysis, federated learning, and privacy-preserving machine learning techniques.

3
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Chapter 3 presents the proposed research methodology, system architecture,

and implementation details.

Chapter 4 describes the experimental setup, datasets, evaluation metrics, and

implementation environment.

Chapter 5 presents the experimental results, comparative analysis, and dis-

cussion.

Finally, Chapter 6 summarizes the major contributions of this research, dis-

cusses its limitations, and outlines directions for future work.

4
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Chapter 2: Literature Review

2.1 Introduction

Artificial Intelligence (AI) has become one of the most influential technologies in

modern healthcare, enabling automated diagnosis, disease prediction, and clin-

ical decision support. In recent years, deep learning has achieved remarkable

success in medical image analysis by learning complex visual patterns directly

from imaging data. At the same time, growing concerns regarding patient privacy

and regulatory compliance have motivated researchers to investigate decentral-

ized learning paradigms that eliminate the need for centralized data collection.

Federated Learning (FL) has emerged as a promising solution that enables

multiple healthcare institutions to collaboratively train machine learning models

without exchanging sensitive patient information. This chapter reviews the ex-

isting literature on deep learning for medical image analysis, federated learning

architectures, privacy-preserving techniques, communication-efficient optimiza-

tion methods, and current challenges associated with distributed healthcare intel-

ligence.

2.2 Artificial Intelligence in Healthcare

Artificial Intelligence has significantly transformed healthcare by improving diag-

nostic accuracy, accelerating clinical workflows, and assisting physicians in med-

ical decision making. AI-powered systems are now widely applied in radiology,

pathology, ophthalmology, cardiology, dermatology, and oncology.

Common healthcare applications include:

• Disease diagnosis

• Medical image classification

• Tumor detection

• Organ segmentation

• Drug discovery

5
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• Personalized medicine

• Clinical decision support

The continuous growth of digital healthcare data has enabled increasingly so-

phisticated AI models capable of assisting medical professionals while reducing

diagnostic errors.

2.3 Deep Learning for Medical Image Analysis

Deep learning has become the dominant approach for analyzing medical images

due to its ability to automatically learn hierarchical image representations. Con-

volutional Neural Networks (CNNs) have demonstrated outstanding performance

across numerous medical imaging tasks.

Several deep learning architectures have been extensively adopted, including:

• AlexNet

• VGGNet

• ResNet

• DenseNet

• EfficientNet

• U-Net

• Vision Transformers (ViTs)

These models have been successfully applied to chest X-ray analysis, brain

MRI classification, diabetic retinopathy screening, skin lesion detection, and

breast cancer diagnosis.

2.4 Federated Learning

Federated Learning is a distributed machine learning paradigm in which multi-

ple clients collaboratively train a shared model while retaining their data locally.

Instead of transmitting raw data to a central server, participating institutions ex-

change only model parameters or gradients.

A typical Federated Learning process consists of:
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1. Distribution of the global model.

2. Local model training.

3. Transmission of model updates.

4. Secure aggregation.

5. Global model update.

6. Repetition until convergence.

This decentralized strategy improves data privacy while allowing institutions to

benefit from collaborative learning.

2.5 Privacy-Preserving Techniques

Although Federated Learning reduces the need to share patient data, several pri-

vacy risks remain. Attackers may attempt to reconstruct training data or infer

sensitive information from exchanged model parameters.

To mitigate these risks, researchers have proposed several privacy-preserving

techniques, including:

• Differential Privacy

• Secure Aggregation

• Homomorphic Encryption

• Secure Multi-Party Computation

• Trusted Execution Environments

These techniques provide additional protection while maintaining acceptable

model performance.

2.6 Communication Efficiency

Communication between participating clients and the central server represents

one of the major bottlenecks in Federated Learning. Large deep learning mod-

els often require frequent parameter exchanges, increasing network latency and

training costs.
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Several optimization strategies have been proposed, including:

• Federated Averaging (FedAvg)

• Adaptive Federated Optimization

• Model Compression

• Gradient Quantization

• Client Selection

• Asynchronous Federated Learning

These methods aim to reduce communication overhead without sacrificing

model accuracy.

2.7 Applications in Medical Imaging

Federated Learning has been successfully applied across numerous medical

imaging domains.

Representative applications include:

• Pneumonia detection from chest X-rays

• Brain tumor classification using MRI

• Diabetic retinopathy diagnosis

• Breast cancer detection

• COVID-19 image analysis

• Skin lesion classification

• Lung nodule detection

The reported studies demonstrate that federated learning can achieve perfor-

mance comparable to centralized learning while maintaining patient privacy.
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2.8 Current Challenges

Despite significant progress, several research challenges remain unresolved.

Major challenges include:

• Non-IID data distributions

• Limited communication bandwidth

• Client availability

• Model convergence

• Privacy attacks

• Scalability

• Resource heterogeneity

• Explainability

Addressing these challenges is essential for deploying Federated Learning

systems in large-scale healthcare environments.

2.9 Research Gap

The reviewed literature indicates that many existing Federated Learning frame-

works primarily focus on either improving model accuracy or enhancing privacy.

Comparatively fewer studies provide integrated solutions that simultaneously op-

timize communication efficiency, adaptive client selection, privacy preservation,

and diagnostic performance within heterogeneous healthcare networks.

Furthermore, existing approaches often experience performance degradation

when participating institutions possess highly imbalanced or non-identically dis-

tributed medical datasets. These limitations motivate the development of the

adaptive federated learning framework proposed in this dissertation.

2.10 Chapter Summary

This chapter reviewed the current state of research on Artificial Intelligence, deep

learning, medical image analysis, Federated Learning, and privacy-preserving
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machine learning. Existing methodologies, applications, and limitations were dis-

cussed, and the research gap motivating this dissertation was identified. The

following chapter presents the proposed methodology and system architecture

developed to address these challenges.

10
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Chapter 3: Research Methodology

3.1 Introduction

This chapter presents the research methodology adopted to design, implement,

and evaluate the proposed privacy-preserving federated learning framework for

medical image analysis. The methodology combines theoretical investigation,

system development, and experimental evaluation to address the research objec-

tives outlined in Chapter 1. The proposed framework integrates federated learn-

ing, deep learning, secure aggregation, and differential privacy techniques to de-

velop an intelligent diagnostic system capable of collaborative learning without

exposing sensitive patient information.

3.2 Research Design

This research follows an experimental and quantitative research methodology.

A prototype federated learning environment is developed and evaluated using

publicly available medical imaging datasets. The performance of the proposed

framework is compared with existing federated learning approaches using stan-

dard machine learning evaluation metrics.

The research process consists of the following phases:

1. Literature review and problem identification.

2. Framework design and system architecture.

3. Medical dataset collection and preprocessing.

4. Development of deep learning models.

5. Implementation of the federated learning environment.

6. Integration of privacy-preserving mechanisms.

7. Experimental evaluation and performance analysis.
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3.3 System Architecture

The proposed framework consists of multiple collaborating healthcare institutions

connected through a centralized federated learning server. Each participating in-

stitution trains the global model locally using its own medical data while preserving

patient privacy.

The framework includes the following components:

• Local Hospital Clients

• Medical Image Repository

• Deep Learning Training Module

• Secure Aggregation Server

• Federated Optimization Engine

• Privacy Protection Module

• Global Model Distribution Server

Each healthcare institution independently performs local model training before

transmitting encrypted model updates to the aggregation server.

3.4 Medical Imaging Datasets

The proposed framework is evaluated using multiple publicly available medical

imaging datasets representing different diagnostic applications.

The datasets include:

• Chest X-ray Images

• Brain MRI Dataset

• Diabetic Retinopathy Images

• Skin Lesion Images

• Breast Ultrasound Images

Prior to model training, all datasets undergo preprocessing to improve image

quality and ensure consistent model inputs.
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3.5 Data Preprocessing

The preprocessing pipeline includes several image enhancement and normaliza-

tion techniques.

The primary preprocessing steps are:

• Image resizing

• Noise removal

• Contrast enhancement

• Pixel normalization

• Data augmentation

• Class balancing

These procedures improve model generalization and reduce overfitting during

training.

3.6 Deep Learning Models

Several state-of-the-art convolutional neural network architectures are investi-

gated.

The evaluated models include:

• ResNet-50

• DenseNet-121

• EfficientNet-B3

• Vision Transformer (ViT)

Transfer learning is employed to accelerate convergence and improve classi-

fication performance using pretrained weights.
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3.7 Federated Learning Implementation

The federated learning environment consists of multiple distributed clients and

one central aggregation server.

The implementation follows the standard federated learning workflow:

1. Global model initialization.

2. Local client training.

3. Secure transmission of model parameters.

4. Federated aggregation.

5. Global model update.

6. Distribution of updated parameters.

7. Iterative training until convergence.

Federated Averaging (FedAvg) serves as the baseline aggregation algorithm

before introducing adaptive optimization techniques.

3.8 Privacy-Preserving Mechanisms

To strengthen security and comply with healthcare privacy regulations, several

protection mechanisms are incorporated into the framework.

These include:

• Differential Privacy

• Secure Aggregation

• Parameter Encryption

• Secure Communication Channels

These techniques ensure that sensitive patient information cannot be recon-

structed from exchanged model updates.

14
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3.9 Experimental Environment

The experiments are conducted using a high-performance computing workstation.

The software environment includes:

• Python 3.11

• TensorFlow 2.x

• PyTorch

• Flower Federated Learning Framework

• CUDA

• Docker

• Ubuntu Linux

GPU acceleration is utilized to reduce model training time.

3.10 Performance Evaluation

The proposed framework is evaluated using multiple classification and system

performance metrics.

Classification metrics include:

• Accuracy

• Precision

• Recall

• F1-Score

• Area Under the ROC Curve (AUC)

System performance metrics include:

• Communication Overhead

• Training Time

• Model Convergence

15
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• Network Bandwidth Consumption

• Scalability

These metrics provide a comprehensive assessment of both predictive perfor-

mance and operational efficiency.

3.11 Ethical Considerations

The proposed research prioritizes patient privacy and data security throughout the

experimental process. Publicly available anonymized datasets are used for model

development, and no personally identifiable information is collected or processed.

The proposed federated learning architecture complies with modern healthcare

privacy principles by ensuring that patient data remain within their originating in-

stitutions.

3.12 Chapter Summary

This chapter described the research methodology used to develop the proposed

federated learning framework. The system architecture, datasets, preprocessing

techniques, deep learning models, privacy-preserving mechanisms, implementa-

tion environment, and evaluation metrics were presented. The following chapter

presents the experimental results and discusses the effectiveness of the proposed

framework.
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Chapter 4: Experimental Results and Discussion

4.1 Introduction

This chapter presents the experimental evaluation of the proposed privacy-

preserving federated learning framework for medical image analysis. The objec-

tive of the experiments is to assess the effectiveness of the proposed framework

in terms of diagnostic accuracy, communication efficiency, model convergence,

computational performance, and privacy preservation. Comparative analyses

with conventional centralized learning and existing federated learning algorithms

are also presented to demonstrate the advantages of the proposed approach.

4.2 Experimental Setup

The experiments were conducted usingmultiple distributed healthcare clients con-

nected through a federated learning server. Each client independently trained the

deep learning model using its local medical imaging dataset without sharing raw

patient data.

The experimental environment consisted of five participating healthcare in-

stitutions with heterogeneous data distributions. Model updates were securely

transmitted to the aggregation server, where the global model was generated and

redistributed for subsequent training rounds.

4.3 Evaluation Metrics

The performance of the proposed framework was evaluated using standard ma-

chine learning and communication metrics.

Classification metrics included:

• Accuracy

• Precision

• Recall

• F1-Score
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• Area Under the ROC Curve (AUC)

System performance was evaluated using:

• Communication Overhead

• Training Time

• Model Convergence

• Network Bandwidth Usage

• Scalability

4.4 Classification Performance

Table 6.1 summarizes the classification performance obtained by the evaluated

models.

Table 4-1 Classification Performance Comparison

Model Accuracy Precision Recall F1-Score AUC

Centralized CNN 95.10% 94.70% 94.20% 94.40% 0.972
FedAvg 94.60% 94.10% 93.90% 94.00% 0.968
FedProx 95.30% 94.90% 94.80% 94.80% 0.976
Proposed Framework 97.42% 97.10% 96.80% 96.90% 0.991

The proposed framework achieved the highest classification performance

across all evaluation metrics, demonstrating its ability to effectively learn from

distributed medical datasets while preserving patient privacy.

4.5 Communication Efficiency

Efficient communication is essential for scalable federated learning systems. Ta-

ble 6.2 compares communication costs among different approaches.

Table 4-2 Communication Overhead Comparison

Method Communication Rounds Data Transferred (GB)

FedAvg 120 8.4
FedProx 110 7.9
Proposed Framework 82 5.3
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The adaptive client selection mechanism reduced communication overhead

by minimizing unnecessary parameter exchanges while maintaining model per-

formance.

4.6 Training Performance

Training efficiency was evaluated by measuring convergence speed and total ex-

ecution time.

Table 4-3 Training Performance

Method Epochs to Convergence Training Time (Hours)

FedAvg 96 18.7
FedProx 88 17.1
Proposed Framework 63 12.4

The proposed adaptive optimization strategy accelerated convergence and re-

duced overall training time compared with conventional federated learning meth-

ods.

4.7 Privacy Evaluation

To evaluate privacy preservation, differential privacy and secure aggregation were

integrated into the proposed framework.

The experimental results demonstrated that:

• Patient data remained within each healthcare institution.

• Model inversion attacks were significantly mitigated.

• Privacy guarantees were maintained throughout the collaborative learning

process.

• Diagnostic performance remained stable despite the introduction of privacy-

preserving mechanisms.

These findings confirm the suitability of the proposed framework for privacy-

sensitive healthcare applications.
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4.8 Scalability Analysis

Additional experiments were conducted to evaluate scalability as the number of

participating healthcare institutions increased.

Table 4-4 Scalability Evaluation

Number of Clients Accuracy Training Time (Hours) Communication Rounds

5 97.42% 12.4 82
10 97.18% 14.8 91
20 96.94% 17.2 103
50 96.57% 21.6 118

Although training time increased with the number of participating clients, the

proposed framework maintained high classification accuracy and demonstrated

excellent scalability.

4.9 Discussion

The experimental evaluation demonstrates that the proposed federated learn-

ing framework successfully addresses several limitations of existing approaches.

The adaptive optimization strategy improved model convergence, while intelligent

client selection reduced communication costs. Furthermore, the integration of se-

cure aggregation and differential privacy ensured robust protection of sensitive

medical information without compromising diagnostic accuracy.

Compared with traditional centralized learning, the proposed approach offers

comparable or superior predictive performancewhile eliminating the need to trans-

fer raw patient data. This characteristic makes the framework particularly suitable

for collaborative healthcare environments where privacy regulations prohibit cen-

tralized data sharing.

The results also indicate that the framework remains effective under hetero-

geneous data distributions, making it applicable to real-world healthcare networks

consisting of hospitals with varying patient populations and imaging equipment.

4.10 Chapter Summary

This chapter presented the experimental results obtained from the proposed

privacy-preserving federated learning framework. The evaluation demonstrated
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improvements in classification accuracy, communication efficiency, training

speed, scalability, and privacy protection compared with existing federated learn-

ing approaches. The following chapter concludes the dissertation by summarizing

the main contributions, discussing limitations, and outlining directions for future

research.
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Chapter 5: Experimental Results and Discussion

5.1 Introduction

This chapter presents the experimental evaluation of the proposed privacy-

preserving federated learning framework for medical image analysis. The objec-

tive of the experiments is to assess the effectiveness of the proposed framework

in terms of diagnostic accuracy, communication efficiency, model convergence,

computational performance, and privacy preservation. Comparative analyses

with conventional centralized learning and existing federated learning algorithms

are also presented to demonstrate the advantages of the proposed approach.

5.2 Experimental Setup

The experiments were conducted usingmultiple distributed healthcare clients con-

nected through a federated learning server. Each client independently trained the

deep learning model using its local medical imaging dataset without sharing raw

patient data.

The experimental environment consisted of five participating healthcare in-

stitutions with heterogeneous data distributions. Model updates were securely

transmitted to the aggregation server, where the global model was generated and

redistributed for subsequent training rounds.

5.3 Evaluation Metrics

The performance of the proposed framework was evaluated using standard ma-

chine learning and communication metrics.

Classification metrics included:

• Accuracy

• Precision

• Recall

• F1-Score
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• Area Under the ROC Curve (AUC)

System performance was evaluated using:

• Communication Overhead

• Training Time

• Model Convergence

• Network Bandwidth Usage

• Scalability

5.4 Classification Performance

Table 6.1 summarizes the classification performance obtained by the evaluated

models.

Table 5-1 Classification Performance Comparison

Model Accuracy Precision Recall F1-Score AUC

Centralized CNN 95.10% 94.70% 94.20% 94.40% 0.972
FedAvg 94.60% 94.10% 93.90% 94.00% 0.968
FedProx 95.30% 94.90% 94.80% 94.80% 0.976
Proposed Framework 97.42% 97.10% 96.80% 96.90% 0.991

The proposed framework achieved the highest classification performance

across all evaluation metrics, demonstrating its ability to effectively learn from

distributed medical datasets while preserving patient privacy.

5.5 Communication Efficiency

Efficient communication is essential for scalable federated learning systems. Ta-

ble 6.2 compares communication costs among different approaches.

Table 5-2 Communication Overhead Comparison

Method Communication Rounds Data Transferred (GB)

FedAvg 120 8.4
FedProx 110 7.9
Proposed Framework 82 5.3
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The adaptive client selection mechanism reduced communication overhead

by minimizing unnecessary parameter exchanges while maintaining model per-

formance.

5.6 Training Performance

Training efficiency was evaluated by measuring convergence speed and total ex-

ecution time.

Table 5-3 Training Performance

Method Epochs to Convergence Training Time (Hours)

FedAvg 96 18.7
FedProx 88 17.1
Proposed Framework 63 12.4

The proposed adaptive optimization strategy accelerated convergence and re-

duced overall training time compared with conventional federated learning meth-

ods.

5.7 Privacy Evaluation

To evaluate privacy preservation, differential privacy and secure aggregation were

integrated into the proposed framework.

The experimental results demonstrated that:

• Patient data remained within each healthcare institution.

• Model inversion attacks were significantly mitigated.

• Privacy guarantees were maintained throughout the collaborative learning

process.

• Diagnostic performance remained stable despite the introduction of privacy-

preserving mechanisms.

These findings confirm the suitability of the proposed framework for privacy-

sensitive healthcare applications.

24



La
Te
X F

orm
att
ing

He
lp

ww
w.l
ate

xfo
rm
att
ing
he
lp.
co
m

5.8 Scalability Analysis

Additional experiments were conducted to evaluate scalability as the number of

participating healthcare institutions increased.

Table 5-4 Scalability Evaluation

Number of Clients Accuracy Training Time (Hours) Communication Rounds

5 97.42% 12.4 82
10 97.18% 14.8 91
20 96.94% 17.2 103
50 96.57% 21.6 118

Although training time increased with the number of participating clients, the

proposed framework maintained high classification accuracy and demonstrated

excellent scalability.

5.9 Discussion

The experimental evaluation demonstrates that the proposed federated learn-

ing framework successfully addresses several limitations of existing approaches.

The adaptive optimization strategy improved model convergence, while intelligent

client selection reduced communication costs. Furthermore, the integration of se-

cure aggregation and differential privacy ensured robust protection of sensitive

medical information without compromising diagnostic accuracy.

Compared with traditional centralized learning, the proposed approach offers

comparable or superior predictive performancewhile eliminating the need to trans-

fer raw patient data. This characteristic makes the framework particularly suitable

for collaborative healthcare environments where privacy regulations prohibit cen-

tralized data sharing.

The results also indicate that the framework remains effective under hetero-

geneous data distributions, making it applicable to real-world healthcare networks

consisting of hospitals with varying patient populations and imaging equipment.

5.10 Chapter Summary

This chapter presented the experimental results obtained from the proposed

privacy-preserving federated learning framework. The evaluation demonstrated
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improvements in classification accuracy, communication efficiency, training

speed, scalability, and privacy protection compared with existing federated learn-

ing approaches. The following chapter concludes the dissertation by summarizing

the main contributions, discussing limitations, and outlining directions for future

research.

26



La
Te
X F

orm
att
ing

He
lp

ww
w.l
ate

xfo
rm
att
ing
he
lp.
co
m

Chapter 6: Experimental Results and Discussion

6.1 Introduction

This chapter presents the experimental evaluation of the proposed privacy-

preserving federated learning framework for medical image analysis. The objec-

tive of the experiments is to assess the effectiveness of the proposed framework

in terms of diagnostic accuracy, communication efficiency, model convergence,

computational performance, and privacy preservation. Comparative analyses

with conventional centralized learning and existing federated learning algorithms

are also presented to demonstrate the advantages of the proposed approach.

6.2 Experimental Setup

The experiments were conducted usingmultiple distributed healthcare clients con-

nected through a federated learning server. Each client independently trained the

deep learning model using its local medical imaging dataset without sharing raw

patient data.

The experimental environment consisted of five participating healthcare in-

stitutions with heterogeneous data distributions. Model updates were securely

transmitted to the aggregation server, where the global model was generated and

redistributed for subsequent training rounds.

6.3 Evaluation Metrics

The performance of the proposed framework was evaluated using standard ma-

chine learning and communication metrics.

Classification metrics included:

• Accuracy

• Precision

• Recall

• F1-Score
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• Area Under the ROC Curve (AUC)

System performance was evaluated using:

• Communication Overhead

• Training Time

• Model Convergence

• Network Bandwidth Usage

• Scalability

6.4 Classification Performance

Table 6.1 summarizes the classification performance obtained by the evaluated

models.

Table 6-1 Classification Performance Comparison

Model Accuracy Precision Recall F1-Score AUC

Centralized CNN 95.10% 94.70% 94.20% 94.40% 0.972
FedAvg 94.60% 94.10% 93.90% 94.00% 0.968
FedProx 95.30% 94.90% 94.80% 94.80% 0.976
Proposed Framework 97.42% 97.10% 96.80% 96.90% 0.991

The proposed framework achieved the highest classification performance

across all evaluation metrics, demonstrating its ability to effectively learn from

distributed medical datasets while preserving patient privacy.

6.5 Communication Efficiency

Efficient communication is essential for scalable federated learning systems. Ta-

ble 6.2 compares communication costs among different approaches.

Table 6-2 Communication Overhead Comparison

Method Communication Rounds Data Transferred (GB)

FedAvg 120 8.4
FedProx 110 7.9
Proposed Framework 82 5.3
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The adaptive client selection mechanism reduced communication overhead

by minimizing unnecessary parameter exchanges while maintaining model per-

formance.

6.6 Training Performance

Training efficiency was evaluated by measuring convergence speed and total ex-

ecution time.

Table 6-3 Training Performance

Method Epochs to Convergence Training Time (Hours)

FedAvg 96 18.7
FedProx 88 17.1
Proposed Framework 63 12.4

The proposed adaptive optimization strategy accelerated convergence and re-

duced overall training time compared with conventional federated learning meth-

ods.

6.7 Privacy Evaluation

To evaluate privacy preservation, differential privacy and secure aggregation were

integrated into the proposed framework.

The experimental results demonstrated that:

• Patient data remained within each healthcare institution.

• Model inversion attacks were significantly mitigated.

• Privacy guarantees were maintained throughout the collaborative learning

process.

• Diagnostic performance remained stable despite the introduction of privacy-

preserving mechanisms.

These findings confirm the suitability of the proposed framework for privacy-

sensitive healthcare applications.
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6.8 Scalability Analysis

Additional experiments were conducted to evaluate scalability as the number of

participating healthcare institutions increased.

Table 6-4 Scalability Evaluation

Number of Clients Accuracy Training Time (Hours) Communication Rounds

5 97.42% 12.4 82
10 97.18% 14.8 91
20 96.94% 17.2 103
50 96.57% 21.6 118

Although training time increased with the number of participating clients, the

proposed framework maintained high classification accuracy and demonstrated

excellent scalability.

6.9 Discussion

The experimental evaluation demonstrates that the proposed federated learn-

ing framework successfully addresses several limitations of existing approaches.

The adaptive optimization strategy improved model convergence, while intelligent

client selection reduced communication costs. Furthermore, the integration of se-

cure aggregation and differential privacy ensured robust protection of sensitive

medical information without compromising diagnostic accuracy.

Compared with traditional centralized learning, the proposed approach offers

comparable or superior predictive performancewhile eliminating the need to trans-

fer raw patient data. This characteristic makes the framework particularly suitable

for collaborative healthcare environments where privacy regulations prohibit cen-

tralized data sharing.

The results also indicate that the framework remains effective under hetero-

geneous data distributions, making it applicable to real-world healthcare networks

consisting of hospitals with varying patient populations and imaging equipment.

6.10 Chapter Summary

This chapter presented the experimental results obtained from the proposed

privacy-preserving federated learning framework. The evaluation demonstrated
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improvements in classification accuracy, communication efficiency, training

speed, scalability, and privacy protection compared with existing federated learn-

ing approaches. The following chapter concludes the dissertation by summarizing

the main contributions, discussing limitations, and outlining directions for future

research.

31



La
Te
X F

orm
att
ing

He
lp

ww
w.l
ate

xfo
rm
att
ing
he
lp.
co
m

References

[1] McMahan, H. B., Moore, E., Ramage, D., Hampson, S., and Aguera y Arcas,

B. Communication-Efficient Learning of Deep Networks from Decentralized

Data. In Proceedings of the 20th International Conference on Artificial Intel-

ligence and Statistics (AISTATS), 2017.

[2] Kairouz, P., McMahan, H. B., Avent, B., et al. Advances and Open Problems

in Federated Learning. Foundations and Trends in Machine Learning, 14(1–

2), 2021.

[3] Li, T., Sahu, A. K., Talwalkar, A., and Smith, V. Federated Optimization in

Heterogeneous Networks. In Proceedings of MLSys, 2020.

[4] Bonawitz, K., Ivanov, V., Kreuter, B., et al. Practical Secure Aggregation for

Privacy-Preserving Machine Learning. In Proceedings of the ACM Confer-

ence on Computer and Communications Security, 2017.

[5] Abadi, M., Chu, A., Goodfellow, I., et al. Deep Learning with Differential

Privacy. In Proceedings of the ACM SIGSAC Conference on Computer and

Communications Security, 2016.

[6] Goodfellow, I., Bengio, Y., and Courville, A. Deep Learning. MIT Press, 2016.

[7] LeCun, Y., Bengio, Y., and Hinton, G. Deep Learning. Nature, 521(7553),

pp. 436–444, 2015.

[8] Litjens, G., Kooi, T., Bejnordi, B. E., et al. A Survey on Deep Learning in

Medical Image Analysis. Medical Image Analysis, 42, pp. 60–88, 2017.

[9] Esteva, A., Kuprel, B., Novoa, R. A., et al. Dermatologist-Level Classification

of Skin Cancer with Deep Neural Networks. Nature, 542(7639), pp. 115–118,

2017.

[10] Ronneberger, O., Fischer, P., and Brox, T. U-Net: Convolutional Networks

for Biomedical Image Segmentation. In MICCAI, 2015.

[11] He, K., Zhang, X., Ren, S., and Sun, J. Deep Residual Learning for Image

Recognition. In Proceedings of CVPR, 2016.

32



La
Te
X F

orm
att
ing

He
lp

ww
w.l
ate

xfo
rm
att
ing
he
lp.
co
m

[12] Huang, G., Liu, Z., van der Maaten, L., and Weinberger, K. Densely Con-

nected Convolutional Networks. In Proceedings of CVPR, 2017.

[13] Tan, M., and Le, Q. EfficientNet: Rethinking Model Scaling for Convolutional

Neural Networks. In Proceedings of ICML, 2019.

[14] Dosovitskiy, A., et al. An Image is Worth 16x16 Words: Transformers for

Image Recognition at Scale. In International Conference on Learning Rep-

resentations, 2021.

[15] World Health Organization. Global Strategy on Digital Health. World Health

Organization, Geneva, 2024.

[16] U.S. Department of Health and Human Services. Health Insurance Portability

and Accountability Act (HIPAA). Official Guidelines, 2024.

[17] Beutel, D. J., Topal, T., Mathur, A., et al. Flower: A Friendly Federated

Learning Framework. arXiv preprint arXiv:2007.14390, 2020.

[18] Abadi, M., et al. TensorFlow: Large-Scale Machine Learning on Heteroge-

neous Systems. Google Research, 2016.

[19] Paszke, A., Gross, S., Massa, F., et al. PyTorch: An Imperative Style, High-

Performance Deep Learning Library. In Advances in Neural Information Pro-

cessing Systems, 2019.

[20] International Organization for Standardization. ISO/IEC 27001: Information

Security Management Systems. ISO Standard, 2022.

33


	Declaration
	Abstract
	الخلاصة
	Associated Publications
	Acknowledgments
	List of Figures
	List of Tables
	List of Abbreviations
	Introduction
	Overview and Background
	Research Motivation
	Research Problem
	Research Objectives
	Organization of the Dissertation

	Literature Review
	Introduction
	Artificial Intelligence in Healthcare
	Deep Learning for Medical Image Analysis
	Federated Learning
	Privacy-Preserving Techniques
	Communication Efficiency
	Applications in Medical Imaging
	Current Challenges
	Research Gap
	Chapter Summary

	Research Methodology
	Introduction
	Research Design
	System Architecture
	Medical Imaging Datasets
	Data Preprocessing
	Deep Learning Models
	Federated Learning Implementation
	Privacy-Preserving Mechanisms
	Experimental Environment
	Performance Evaluation
	Ethical Considerations
	Chapter Summary

	Experimental Results and Discussion
	Introduction
	Experimental Setup
	Evaluation Metrics
	Classification Performance
	Communication Efficiency
	Training Performance
	Privacy Evaluation
	Scalability Analysis
	Discussion
	Chapter Summary

	Experimental Results and Discussion
	Introduction
	Experimental Setup
	Evaluation Metrics
	Classification Performance
	Communication Efficiency
	Training Performance
	Privacy Evaluation
	Scalability Analysis
	Discussion
	Chapter Summary

	Experimental Results and Discussion
	Introduction
	Experimental Setup
	Evaluation Metrics
	Classification Performance
	Communication Efficiency
	Training Performance
	Privacy Evaluation
	Scalability Analysis
	Discussion
	Chapter Summary


